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Why Roles ? Add Up
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Why Roles?
Productivity
• Day 1 Access
• Increase User satisfaction
• Simplify access certifications

Reduce Overhead
• Reduce manual effort
• Reduce end-user confusion
• Simplify your access 
• Automation

Increase Security
• Least-privileged access
• Access changes throughout a user’s life 

cycle
• Automation of Joiner / Mover / Leaver 

events
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The Need for Roles – Provisioning

Roles ensure users 
have the right access 
to do their job 
automatically.



Do you KNOW who has  access to what and 

if it is APPROPRIATE

And can you PROVE it?

Roles enable better & more efficient 

governance reviews

The Need for Roles - Compliance

http://www.suretrial.com/business_problem.htm


Different Approaches
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Different Approaches to Roles

Enterprise

Business roles based on 
organisational hierarchies

RBAC strategy

Use Case

Project scoped

Project aligned

RBAC not a goal

Targeted

Bundles of access, groups 
of identities

Focus on targeted groups 
/ areas

RBAC not the goal, at least 
initially



Advantages

• all access is assigned 
automatically based on identity 
attributes – have everything 
they need from hour 1 in the job

• Supports joiners, movers, 
leavers

• Significantly reduce 
certifications

Typical goals
Define roles for every job/position/worker in the company

Cover 100% of all access they need
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Enterprise Approach

Constraints

• Takes a long time to 
accomplish

• End up with more roles than 
actual workers!

• Companies are moving targets 
– imagine updating all those 
roles for every re-org, M&A, 
applications added /removed



Advantages

• Required access is assigned 
automatically

• Supports some differentiation 
(e.g., employees vs 
contractors)

• Workers get the foundational 
access they need from hour 1 
in the job

Typical goals
Support a particular use case, i.e., assigning common birthright access as 

part of a joiner/new hire process
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Use Case Approach

Constraints

• It only covers birthright 
access unless you combine it 
with another approach

• Need to request additional 
access



Advantages

• When it’s done, all access is 
assigned automatically based 
on identity attributes – have 
everything they need from hour 
1 in the job

• Enforces standardization

Typical goals
Define roles for a few specific groups with high turnover and high 

standardization (e.g., hotel clerks, cashiers at a store)
Cover 100% of all access they need
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Targeted Approach

Constraints

• It only covers certain groups 
unless you combine it with 
another approach



Traditional Role Design
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Role Design

Role design is the practice of strategically designing roles to improve the performance, 
efficiency, manageability and security of the organization

• Job analysis is the systematic analysis access required to complete the job function – 
what exactly does the job entails and the tasks it performs

• Role definition is concerned with defining the purpose and objectives of the role – 
automation, certification, birthright access, additional access 

• Qualification criteria for assigning a role
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Role Design Process

Top-Down Business Role Modeling
• Capture via business analysis and organizational 

modeling

Bottom-Up IT Role Modeling
• Driven by analysis and 

analytics-focused processes

Bottom-Up

Role Mining

Controlled 

Association

Top-Down Business 

Role Modeling

Business Role 

Mining

Organizational 

Modeling

Roles

Actuals



Top Down Analysis

• What business functions does each job perform?

• Which applications are required? What type of access is required for each 
application?

• How are accounts and access assigned for each application?

• Review HR job architecture, interview job holders, managers and application owners, 
conduct surveys, and observe people at work. 
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Bottom Up Analysis

• Create a list of user access permissions for each application

• Start with a cleanup!  

• Compare and group users together for each type of application access 

• Compare and group user access across applications 

• Identify common elements between users who have the same or similar access

• Provides better defined roles but more time consuming process
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Role Design Process

Step 1: Define Geographic 
Organization Structure

Step 2: Define Business Organization 
Structure

Step 3: Design Roles

Step 4: Implementation 
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Step 1 – Define Org Structure by Access 
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Global

Americas Europe, Middle East, Africa Asia Pacific

USA CAN LATAM Europe Middle
East Africa Japan AUS

NZ Korea
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Step 2 –Define Organization Structure
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Step 3 –Create Roles based on Geo & Business 



Step 4 - 
Implementation 

1. Review and approval of 
role composition – 
criteria and access

2. Create roles without 
entitlements to test 
automation and 
volumes

3. Attach entitlements to 
roles in a controlled 
rollout - monitor 
outcomes and adapt
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Best Practices
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Role Design Best Practices 

• Avoid creating too many roles, 
especially where role 
membership is low

• More roles results in more 
maintenance 

• Design roles for business 
functions 

• Span multiple systems 
• Avoid ‘Business Title Roles’
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Role Project Best Practices
General

• Look for groupings of user types
• Prevent role proliferation
• Enforce least privilege
• Define roles that are reusable

High turnover or high use roles are a good way to start
• Bank tellers, seasonal employees, employee vs. 

contractor
• Don’t attempt to “boil the ocean”

Know your scope
• Simplify certifications?  Access requests?
• Involve SME’s who know the business



Role Project Best Practices (cont.)

Build Roles Following Data Cleanup where possible
• HR Cleanup
• Active Directory Cleanup
• ERP Cleanup

Every business approaches roles differently

Roles are a program, not a project
• Too big, too fast is how role projects fail
• Roles have a lifecycle and should evolve
• Start small and familiar
• Can give key managers the capability to suggest roles as 

needed

Before inventing your own, consider default role models to 
start
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SailPoint Automated 
Role Design
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Barriers to Building Better Roles

Building roles is a
time-intensive, 
manual effort.

We can’t provide the 
right-sized access 

and security for our 
users.  

We don’t have the 
expertise to build a 

role program.



Where do you start ? 



Proactively highlight anomalous access



Peer groups are key for identifying outliers



Clean Up Outliers !!!!



Build Roles Automatically (and keep them up do date)



Traditional Role Design
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EVENT:EVENT:
Outliers 

detected

EVENT:
Dynamic 

optimization

EVENT:

Outlier
detected

EVENT:
Org. 

changes

Autonomous Identity Role Modeling
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Insights

• Access History

• Identity Outliers

• Access Intelligence Center
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Advanced Identity Capabilities





Insights

• Access History

• Identity Outliers

• Access Intelligence Center
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Advanced Identity Capabilities

Recommendations

• Access Requests 

• Certification

• Streamline access requests





Insights

• Access History

• Identity Outliers

• Access Intelligence Center
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Advanced Identity Capabilities

Access Modeling

• Discover Common Access

• Discover Roles (RBAC)

• Role Insights

Recommendations

• Access Requests 

• Certification

• Streamline access requests





Insights

• Access History

• Identity Outliers

• Access Intelligence Center
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Advanced Identity Capabilities

Access Modeling

• Discover Common Access

• Discover Roles (RBAC)

• Role Insights

Recommendations

• Access Requests 

• Certification

• Streamline access requests

Workflow

• Extensibility

• Customization

• Automated Orchestration



Workflow Builder
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Insights

• Access History

• Identity Outliers

• Access Intelligence Center
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Advanced Identity Capabilities

Access Modeling

• Discover Common Access

• Discover Roles (RBAC)

• Role Insights

Recommendations

• Access Requests 

• Certification

• Streamline access requests

Workflow

• Extensibility

• Customization

• Automated Orchestration
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Thank you!
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