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Configuring IdentityNow for ServiceNow Service Catalog 
 
The ServiceNow Portal Integration for IdentityNow enables you to easily add and remove 
access from ServiceNow accounts. The account information available in ServiceNow is 
correlated to an identity in IdentityNow, where you can view the roles and access profiles 
associated with the identity and use them to manage access. 
 
NOTE: Integrating with the ServiceNow Portal is different than using the SailPoint for Service 
Desk integration that converts IdentityNow provisioning activity into tickets in ServiceNow, and 
requires an IdentityNow ServiceNow ServiceDesk license.  
 
IMPORTANT: When installing either SailPoint IdentityNow for Service Catalog v2 or SailPoint 
IdentityIQ for Service Catalog v2 apps check the Load demo data option before you click Install. 
This will ensure that the endpoint data required for the app to function correctly is loaded 
during installation. 
 

 
 

Configuring IdentityNow for Integration 
 

To integrate with the ServiceNow Portal, you’ll need to configure access to the following: 
 

• The IdentityNow APIs, so the ServiceNow client can communicate with the platform 

• Your source of ServiceNow accounts, so IdentityNow can access and govern them 
 

To grant the ServiceNow client access to the IdentityNow APIs:  
 

1. Log in to IdentityNow as an Administrator.  
 

2. Create a Personal Access Token by following the instructions here. For additional 
information, consult this best practice on using Personal Access Tokens with 
IdentityNow. 
 
A Client ID and Client Secret are generated for you.  
 

https://community.sailpoint.com/t5/IdentityNow-Wiki/IdentityNow-REST-API-Create-Personal-Access-Token/ta-p/150462
https://community.sailpoint.com/t5/IdentityNow-Wiki/Best-Practice-Using-Personal-Access-Tokens-in-IdentityNow/ta-p/150471
https://community.sailpoint.com/t5/IdentityNow-Wiki/Best-Practice-Using-Personal-Access-Tokens-in-IdentityNow/ta-p/150471
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3. Save these offline, so they are accessible. You’ll need them when you configure 
ServiceNow for integration. 

 
To connect to the source of ServiceNow accounts: 
 

1. From the IdentityNow Admin Dashboard, select Admin > Connections. 
 

2. Click +New. 
 

3. In the Create New Source dialog: 
 

• Source Type: Select ServiceNow 
 

• Source Name: Give the connection a meaningful name, to help identify it among the 
other sources configured for your site (e.g., ServiceNow) 
 

• Description: Briefly describe the purpose of the source you’re configuring. 
 

• Source Owner: Select the person responsible for administering, operating and 
managing the ServiceNow source system. 
 

• Connection Type: Choose the Direct Connection option. 
 

4. Click Continue to finish configuring the connection. For more information, see the 
ServiceNow Source Configuration Reference Guide. 
 

Configuring ServiceNow for Integration 
 
PREREQUISITES:  
 

• You’ll need to know the endpoint URL of your IdentityNow instance and have a 
supported method for securely connecting to it (e.g., Personal Access Token). 
 

• If you haven’t already configured your ServiceNow source, you’ll need to do so before 
continuing. 

 
To configure ServiceNow: 
 

1. Log in to the ServiceNow Portal using valid Administrator credentials. 
 

2. Navigate to System Applications > All Available Applications > All. 
 

https://community.sailpoint.com/t5/Connectors/ServiceNow-Source-Configuration-Reference-Guide/ta-p/73516
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3. Use the filter criteria and search bar to find “SailPoint IdentityNow for Service Catalog 
v2.3”. 
 

4. Click Install to the right of the listing. For more information, see the ServiceNow help. 
 

5. Next, navigate to SailPoint IdentityNow for Service Catalog > Setup and provide the 
following properties: 
 

 
 
 

• IdentityNow URL: The fully-qualified domain name of your IdentityNow instance 
(e.g., https://<company>.api.identitynow.com) 

 

• IdentityNow Personal Access Token Client ID: Copy and paste the value for the 
client ID you previously generated in IdentityNow and saved offline. 
 

• IdentityNow Personal Access Token Client Secret: Copy and paste the value for the 
token you previously generated in IdentityNow and saved offline. 
 

https://docs.servicenow.com/bundle/orlando-application-development/page/build/applications/task/t_InstallApplications.html
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• The SailPoint IdentityNow attribute you want to correlate with ServiceNow accounts 
(e.g., attributes.name or attributes.accountId). 
 
IMPORTANT: To help ensure successful attribute correlation, you must use the exact 
name for the attribute as it appears in IdentityNow (in parenthesis) – not the 
“friendly name” that’s displayed for the identity profile – AND prefix any second 
level or custom fields with attributes.  
 

An understanding of the data model used to organize your data in IdentityNow will 
help ensure you specify the correct value. See the table of attributes in the Second-
level Fields for Identities section of this Compass article for more information.  
 

• The ServiceNow Account attribute you want to correlate with the SailPoint identity 
cube (e.g., user_name) 

 

NOTE: The values of attributes being correlated as a result of mapping a SailPoint 
attribute and a ServiceNow Account attribute are treated as case-insensitive. 
 
See the documentation provided by SailPoint and ServiceNow to learn more about 
attribute schemas, and how they’re configured and being used by your 
organization.  
 

• By default, the integration relies on ServiceNow Manager approvals before it can 
create access requests in SailPoint IdentityNow. To use an IdentityNow approval 
workflow instead, select Yes from the Disable ServiceNow Manager Approval? 

drop-down. In this case, approvals will follow the process that’s defined for your 
IdentityNow org. 

 
6. Click Save to save your changes. 

 

Upgrading from a Previous Version 
 
If you are upgrading to SailPoint IdentityNow for Service Catalog v2.3.0 after previously 
installing and configuring an earlier version, verify that the new required endpoints are listed 
correctly as IdentityNow Links. 
 

1. Log in to the ServiceNow Portal using valid Administrator credentials. 
2. Navigate to SailPoint IdentityNow for Service Catalog > IdentityNow Links. 
3. Verify that searchRoles and searchAccessProfiles are listed correctly: 

 

https://community.sailpoint.com/t5/Admin-Help/Using-Search-in-IdentityNow/ta-p/76960
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If both of these actions and links are listed correctly, there’s nothing else you need to do.  
 
If the actions are listed, but the corresponding link is incorrect: 
 

1. Click the item in the Action column to edit the information for it. 
2. Click the lock icon to make the link field editable. 

 

 
 

3. Enter the correct value in the Link field and click Update to save your changes. 
 
If either of the actions aren’t listed: 
 

1. Click the New button at the top of the page to create a new entry for each link. 
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2. Enter the appropriate Action (searchRoles or searchAccessProfiles) and 
click the lock icon to enable the Link field. 
 

 
 

3. Enter the link exactly as it appears above (/v3/search/roles or 

/v3/search/accessprofiles) and click Submit to save the action in the list. 
 

 
 
IMPORTANT: Both values are case sensitive and must be entered exactly as shown, 
including the “/ ” before the Link value.  
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Assigning Roles Required to Access the Portal Integration to ServiceNow Users 
 

IMPORTANT: As an Administrator, you’ll need to assign the role associated with the application 
integration to every ServiceNow user who will use the ServiceNow Portal Integration for 
IdentityNow to request access.  
 
To do this as a bulk operation and add this role to all ServiceNow users at once, you can run the 
following script: 
 
var gr = new GlideRecord("sys_user"); 

gr.query();  

while(gr.next()) {  

   if (gr.accumulated_roles.toString().indexOf(",x_sap_intidn.user,") == -

1) { 

    gr.roles = gr.roles + ", x_sap_intidn.user"; 
    gr.update();  

  }  

} 

 
You can also modify this script to assign the role to a subset of ServiceNow users, to better 
control their access to the Service Catalog app. For information on how to do this, see the 
ServiceNow product documentation. 
 
 

Role Description 
x_sap_intidn.user Users with this role can access the SailPoint IdentityNow 

for Service Catalog Integration Manage Access page, 
where they can request access 

x_sap_intidn.sapadmin Users with this role can access the SailPoint IdentityNow 
for Service Catalog Integration application, to administer 
it and configure it for others to use 

x_sap_intidn.onbehalfof Users with this role can access the SailPoint IdentityNow 
for Service Catalog integration Manage Access page, 
where they can request access for themselves, or on 
behalf of another user 

 

Adding a Manage Access Link for Users to Request Access 
 

IMPORTANT: As an Administrator, you’ll need to add a Manage Access link to the Service Portal 
menu that users will click to request access – this is not done automatically via the app 
installation. Change the application scope to Global, then follow the process described below. 
 
  

https://docs.servicenow.com/bundle/orlando-application-development/page/script/useful-scripts/reference/r_AddRoleToEveryUser.html
https://docs.servicenow.com/bundle/orlando-application-development/page/script/useful-scripts/reference/r_AddRoleToEveryUser.html
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To update the Service Portal Menu: 
 

1. Use the search filter to search for “Service Portal”, then select Portals in the left menu. 
 

 
 

2. Click the Service Portal link listed to view its details. 

 
3. Click the Info icon to the right of the Main menu field and click the Open Record button 

in the Instance with Menu dialog. 
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4. Locate the New button in the lower Widget section and click it to add a “Manage 
Access” (or similar) menu item for users to request the access they need. 
 

 
 

5. Add the new menu item as follows: 
 
Label – Enter “Manage Access” or a similar label for the menu item for users to request 
access. 
 
Type – Select “URL” from the drop-down menu. 
 

 
 
HREF / URL – Enter the following value required for the integration to work correctly: 
?id=manage_access 
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Condition – Enter the value required for the integration to work correctly in this field: 
GlideSPScriptable.canSeePage("manage_access")  

 

 
 

6. Click Submit to save your changes and create the “Manage Access” menu item. 
 

If you are confident in your ability to do so, you can also use the Service Portal Designer to 
create new menu items. For more information, see the ServiceNow online documentation. 
 
IMPORTANT: If you decide to use the Service Portal Designer, the only requirement for the 
integration to work properly is that the Page field contain manage_access. 

https://docs.servicenow.com/bundle/jakarta-servicenow-platform/page/build/service-portal/task/t_ConfigureAPage.html
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Viewing Workflows 
 
As an Admin, you may also be responsible for configuring approval workflows. To see the 
default workflow for access requests generated via the ServiceNow Service Portal Integration 
for IdentityNow: 
 

1. Use the search filter to search for “Workflow”, then select Workflow Editor in the left 
menu. 
 

 
 

2. Locate the SP_SPNT_SNOW_INT_CreateSailpointAccessRequest entry in 
the Workflow version list and click on it. 
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3. Click the Show Workflow link near the bottom of the page to view the associated 
workflow diagram. 

 

 
 
Consult the ServiceNow online documentation for help creating your own custom workflows.  
 
IMPORTANT: Modifications to the default workflow are not covered by your SailPoint Support 
agreement. 
 
  

https://docs.servicenow.com/bundle/orlando-servicenow-platform/page/administer/workflow-administration/task/t_CreateAWorkflow.html
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Limiting External Access Requests 
 

IdentityNow users typically request access through the IdentityNow UI. Access requests can 
also be initiated from external systems using the access request REST APIs, which allow 
approvals to flow from the external system into IdentityNow for provisioning without requiring 

additional approval.  
 
Access requests initiated within the ServiceNow Service Portal communicate with IdentityNow 
using the access request APIs. As long as access is requested via the ServiceNow Service Portal, 
the defined approval process will be followed, and access requests will flow to IdentityNow for 
provisioning.  
 
However, this means that users with access to the IdentityNow UI could use it to request access 
and have their request immediately provisioned, bypassing your external approval process.  
 
To ensure that access requests submitted by anyone other than IdentityNow Admins can only 
be initiated from within the ServiceNow Service Portal, you’ll need to change the default setting 
for the approvalsMustBeExternal access request configuration option from false to 
true. 

 
NOTE: Users will still be able to interact with the IdentityNow Request Center. If they use it to 
submit an access request, however, non-Admin users will encounter an error notifying them that 
their request cannot be submitted from this interface because an external tool has been 
configured for this purpose. 
 
Use the IdentityNow APIs to make the following REST call: 
 
PUT /beta/access-request-config 

 
And include the following in the body of the request: 
 
{ 

    "approvalsMustBeExternal": true, 

 

    }, 

 
For more information on the use of this API, see the relevant API documentation.  
 
IMPORTANT: If you opt to not make this configuration change, SailPoint strongly recommends 
you perform approvals within IdentityNow to safeguard your organization. Otherwise, access 

will be unguarded and vulnerable to misuse.  

 

https://api.identitynow.com/?urls.primaryName=Beta#/Access%20Requests/updateAccessRequestConfig
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After you’ve successfully integrated IdentityNow with the ServiceNow Portal, you can refer 
users responsible for managing others’ access to the information below which describes those 
processes. 
 

Using the ServiceNow Portal Integration for IdentityNow  
 
After your System Administrator has successfully integrated IdentityNow with the ServiceNow 
Portal, you’ll be able to use it to generate access requests. 
 
To request access profiles and roles for users:  
 

1. Log in to the ServiceNow Portal using your existing credentials. 
 

 
 

2. In the ServiceNow Service Portal, select “Manage Access” to access the application. 
 
NOTE: This is the default configuration. Your organization may use a different method to 
access the app from within your ServiceNow Service Portal. 
 

3. In stage 1 – User Details you can search for a specific user by name or use the controls 
below the set of cards to page through the users. 
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4. To select a user, simply click the top section of their “card” that contains a check mark 
and their name and click Next. 
 
NOTE: You can select multiple users to request access for several users at once. The 
initials of each selected user are listed at the top of the page so you can see a summary 
of selected users in a glance. Hover over one of these circles to view their name and the 
name of their manager, if applicable. 
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5. In stage 2 – Select Access, you can choose from the following options to refine your 
search to a specific subset of roles and / or access profiles: 
 

• Description 

• Name 

• Owner (searches for access profile owners and role owners) 

• Source (searches for access profiles only, not roles) 

• Type (searches for roles or access profiles, based on your selection) 
 

For each filter option you select, the corresponding operation is displayed to the right of 
it. For example, Description and Name use the Contains operator, while Owner and 
Type use the Equals operator. This operator is read-only and cannot be changed. 
 

6. For Description and Name, enter the keyword to search for and click the + icon to add 
the filter below. 
 

 
 

7. For all of the other filter options, select a specific value from the corresponding drop-
down list and click the + icon to add the filter. 
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8. Combine these filters as needed to refine the results returned. 
 
NOTE: Unlike access profiles, roles are not associated with a specific source. If you use 
the Type filter and choose Role, you cannot combine that filter with the Source filter. If 
you attempt to combine these filters, a message is displayed to notify you that your 
Source filter will be effectively ignored.  

 

9. When you have finished building your search query, click the magnifying glass icon to 
search the system for the access you want to add.  
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10. To view information about the specific entitlements that comprise an access profile, 
simply click the Details link in the access profile’s card. 
 

 
 

11. To select an access profile or role in the search results, simply click the top section of the 
card that contains a check mark and its name and click Next. 
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12. In stage 3 – Review & Submit you can review the access you are requesting and add 
comments to help any reviewers make more informed decisions about the request. 
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13. When you’ve finished reviewing the access being requested, and are confident that 
reviewers will have all of the information they’ll need to make an informed decision 
regarding whether to grant the access, click Submit.  

 
If you are a manager or reviewer responsible for determining other users’ access: 
 
1. Log in to the ServiceNow Portal using your existing credentials. 

 

 
 

2. Select Manage Access to access the application. 
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When you’re logged in as a Manager, the 1 – User Details page lists all your direct 
reports by default. 
 

 
 
 

3. Click Other to view users in the org who have different managers, or do not have a 
manager specified for them. 
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4. You can search for a specific user by name or use the controls below the set of cards to 
page through the users. 
 
NOTE: If you click on a card for a user who is not currently being managed by SailPoint 
IdentityNow, you may see an error message similar to the following: 
 

 
 

 

5. To review the access for a user who also exists in IdentityNow, simply click the top 
section of the card that contains a check mark and their name and click Next. 
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NOTE: You can select multiple users and create a request to add the same access to several 
users at once. You cannot remove access this way, as each user has a unique combination of 
access. 
 
At the top of the page, you’ll see options to Add Access and Remove Access. Use these pages 
to request the level of access that’s appropriate for the user. 

 
6. Use the Add Access page to search for roles and access profiles that are currently 

eligible to be added to the user’s access.  
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7. Use the Remove Access page to select and remove any existing roles or access profiles. 
 

 
 
Whether you are adding or removing access, you can view information about the 
specific entitlements that comprise an access profile by clicking the Details link in the 
access profile’s card. 
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8. When you are done selecting access to be added or removed, click Next. 
 

9. In stage 3 – Review & Submit you can review the access you are adding or removing and 
add comments to help any reviewers make more informed decisions about the request. 
 

 
 
 

 
 

10. When you are finished reviewing your request to add and / or remove access to 
determine the appropriate access for one or more users, click Submit.  
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A single request containing all related items is generated and assigned a unique number for 
tracking purposes.  
 
Depending on how Access Requests are configured for your site, the request will either be 
fulfilled automatically, or it will generate a request for manual approval.  
 
Administrators can view the current status of requests that have been generated by navigating 
to Account Requests in the main ServiceNow Service Catalog menu. 
 

 
 
NOTE: Suitably entitled users can also view their own requests in the ServiceNow Portal. 
 
To view details for a specific request in the list, simply click on its name. 
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