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Chapter 1: Overview

SailPoint IdentitylQ Lifecycle Manager improves end user productivity through fast, automated
provisioning of access changes. This also reduces administrative burden on IT and help desk
personnel and prevents inappropriate access to sensitive corporate data. Identities are imported
from a variety of sources into the IdentitylQ Identity warehouse. From here, they are analyzed
for compliance and provisioned out to target applications. A high-level SailPoint Infrastructure
diagram is shown below.
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Figure 1. 1 : SailPoint Infrastructure Overview

RadiantOne FID manages identities and groups across a heterogeneous mix of sources, and
can supply SailPoint with a reference image to provision target applications. This can reduce
customization and integration costs, and accelerate the deployment of SailPoint.

Note - The purpose of this integration guide is to describe how to configure RadiantOne FID as an
application for SailPoint allowing it to import the global reference list from FID into the IdentitylQ
Identity Warehouse. Once the accounts are imported, provisioning policies can be defined. Steps to
configure provisioning policies are out of the scope of this document.

SailPoint accesses the RadiantOne FID as a single LDAP application, and the LDAP queries
are translated into the correct protocol for the appropriate backend sources. A high-level
integration diagram is shown below.
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Figure 1. 2 : SailPoint with RadiantOne Integration Overview

Some of the many benefits of deploying RadiantOne include:

SAILPOINT INTEGRATION GUIDE

RadiantOne is a supported application for SailPoint so integration works out-of-the-box.

By acting as an abstraction layer between user directories and database, RadiantOne
reduces the number of applications needed in SailPoint, simplifying the configuration

and maintenance of the SailPoint deployment.

RadiantOne provides a consolidated list of identities. Unique identities are merged into
one virtual entry containing the global profile.

RadiantOne solves identity and group integration problems and SailPoint is shielded
from the complexities of evolving data source (e.g. mergers and acquisitions,
divestitures...etc.). As new data sources are mounted in the RadiantOne namespace,
the users and groups are automatically detected and imported by SailPoint.

RadiantOne FID access is not limited to SailPoint, allowing other applications to benefit
from the identity integration initiative and maximizing your return on investment.

Global Profile — Source Image for Provisioning
RadiantOne can join objects across multiple data sources, adding significant value. Joins allow
you to create a complete user profile. RadiantOne can categorize users based on any attributes
of their global profiles and automatically assign people to groups making them appear as static

groups as well.
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See the diagram below for an example:

FullName = Laura Callahan
mail = laura@rli.com
title = Sales Manager

employeelD=8 | <€

ProjectlD =2019
Department = Sales

FullName = Laura Callahan

cn = Laura Callahan
mail = laura@rli.com
title = Sales Manager

employeelD =8

ProjectlD = 2019
UserlD=8
4 First_Name = Laura

Last_Name = Callahan
Department = Sales

EmployeeNo =8

Figure 1. 3 : Example of Join in RadiantOne
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Chapter 2: RadiantOne Configuration

Configuring RadiantOne for use with SailPoint can be accomplished in the following steps:
1. Use Virtual Identity Wizard to create virtual view of identities

2. Use Groups Builder Wizard to create virtual view of groups

Defining Virtual View for Identities

With RadiantOne FID as a virtual abstraction layer, identities that are scattered across the
infrastructure (from AD, LDAP, RDBMS, Web Services) are integrated and presented in a
common namespace.

In order for SailPoint to identify a user in the virtual namespace and be able to locate entries
from many different types of underlying sources, the schemas must be mapped to a common
naming context. For RadiantOne FID configured as an LDAP application, the mapping should
be based on the criteria that SailPoint uses to search for users. For example, if user entries are
searched based on a filter of objectclass=user, all required objects must match this class
definition. Object class and attribute mapping are addressed by RadiantOne FID. The diagram
below depicts an example.

objectClass=User
sAMAccountMame
|
employeelD
department
description

uid —— sAMAccountName USERID —— sAMAccountName

employeeNumber ——  employeelD REGION ——» I

departmentNumber ———» department EMPID —»  employeelD
CLEARANCELEVEL —  description

Mapping and Translation

‘ Sun Directory Database
objectClass=inetOrgPerson

USERID | REGION| EMPID | DEPTID |GLEARANCELEVEL
uid

B T
employeeNumber
departmentNumber

Figure 2. 1 : Example of Mapping Performed by RadiantOne

Basic RadiantOne FID configuration steps are described below. This assumes there are three
sources of identities and there is overlap of users. Overlapping users can be identified/joined
based on their employee number. The sources will be an HR database (containing all users),
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an LDAP directory (containing only contractor accounts) and Active Directory (containing only
employee accounts). The configuration used throughout this integration guide involves building
a unique global list of users across Active Directory and an LDAP directory, and then extending
these entries with additional attributes from a database. This use case is depicted in the
diagram below.

employeeNumber=2
samAccountName=Andrew_Fuller
objectClass=user
mail=andrew_fuller@setree1.com
title= VP Sales

description=1

I=PA

HR Database

employeeNumber=C24

Correlated Identity View

sAMAccountName=Sarah Jones ” 3 1

ClearanceLevel=1
Region=PA
EmployeelD=C24
ClearancelLevel=2
Region=PA

LDAP Directory

'.'"‘.k," AR =

uid=SJones

title=Sr Contractor

. mail=sarah@radiantiogic.com
Active D cn=Sarah Jones

samAccountName=Andrew_Fuller
objectClass=user
mail=andrew_fuller@setree1.com
title=VP Sales

Figure 2. 2 : Example of a Virtual View in FID

Although there are many possible ways to configure virtual views for identities, this integration
guide will leverage the Virtual Identity Wizard. For more details on this wizard, please see the
RadiantOne Identity Service Wizards Guide.

Define Source Objects
1. Start the RadiantOne Main Control Panel.
2. Log in with cn=directory manager and the password you defined for this user during the
RadiantOne install when prompted.

On the Main Dashboard tab, from the 0 drop-down menu, select P Start
On the Wizards tab, click on the Virtual Identity Wizard.
Click E=E3,

Click new and enter a project name (e.g. spusers) and click [ o~ §

If you do not already have the schemas extracted from the data sources (or even data
sources defined), use the | button to do so. The schema objects selected must be the
ones associated with the user entries in the backends (e.g. InetOrgPerson for the LDAP,
and user for AD). For more information incuding exact steps on this process, please see
the RadiantOne Identity Service Wizards Guide.

8. After connections to the backends are established and the schemas have been
extracted, the drop-down list will be be populated with these objects. Select the object

No o sw

(e.g. objectclass) for each of the data sources and use the ﬂ button to define it as a
“Selected Identity Object”.
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RADLINT VDS Virtual Identity Logged in as cn=directory mmag:r fme)
it wizai
EE ks i _
Select Identity Objects
Profect name: spusers von] (2]
Instance : W-RLI10-LISAPC:2389 Select a schema, and select the objects containing identities.
(nds_server) These objects will be used 1o build a giobal profile.
dentities Schema:  adselab ( Ldap) V] + Selected Identity Objects:
> Select Identity Objects s e
Select Virtual Identity Object Class 1dap102.inetOrgPerson
Identity Overlap
%
He
e g ;
T e
> ] Starting point: CN=Users DC=setree1,DC=com
A 4

Figure 2. 3 : Defining Identity Source Objects

9. Click E=E|

10. Select the objectclass to associate the virtual entries with. You should make sure that
the objectclass you select here later matches the one used to configure the application
in SailPoint (e.g. user).

11. Click =S,

Define Attribute Mapping
1. Choose the No option to indicate there is no user overlap across the Active Directory
and LDAP directory. Active Directory contains only employee accounts and the LDAP
directory only contains contractor accounts in this example.
2. Click E=E

Click EES

4. For each identity object in the drop-down list, define the attributes you want to return
from each source (and what attribute they should be mapped to in the virtual entries). In
this example, the attributes mapped from AD are: employeeNumber, givenName, mail,
postalCode, sAMAccountName, sn, title, userPrincipalName. The attributes mapped
from LDAP are: employeeNumber, givenName, mail, sn, title, and uid.

5. Click EE

6. Select an attribute that contains a unique value for all users as the identification attribute.

7. Click EEE|

w

Define Join to Extend Entries

As mentioned in the beginning of this section, the unique list of users from AD and LDAP will be
extended with attributes from an HR database (because all user accounts are in the HR
database). In the next step of the wizard, this join will be defined.

1. If you do not already have the schemas extracted from the database (or even a data
source defined), use the j button to do so. The schema object (table) selected must be



w

the one associated with the user entries in the backend and contain the attributes you
want to use to extend the entries with. For more information incuding exact steps on this
process, please see the RadiantOne Identity Service Wizards Guide.

Select the schema object from the source object list on the left and use the ﬂ button to
move the object into the Selected Join Objects column on the right.

RADLEIZ VDS Virtual Identi Logged in as cn=directory manager (Logout)
m ua en ty Exit wizard

m sy 0 Akl bk _
/

Select Join Objects
Project name: spuser g 2]

ers
Instance : W-RLI10-LISAPC.2389 Select a schema, and select the join objects:
(vas_server) These objects will be used to extend your profiie

User Profile Extension Schema [L + Selected Join Objects

> Select Join Objects Sample.dbo Employees sqihrdatabase Sample.dbo Employees
Define Join Conditions

Define Join Attribute Mappings

T

User ﬁnﬁe‘fx}enmm m
Figure 2. 4 : Defining Join Object |

Click E=E

Select the join object and click EDIT to define the join condition. This example will base
the join on employeeNumber for the global, unique list matching EmployeelD in the

database table. Click EEE

Define Join Conditions

Define the join condition for each join object

Join Object Join Condition
Sample.dbo. employeeNumber=EmployeelD

Figure 2. 5 : Defining Join Condition

In this example, the Clearancelevel attribute in the database will be mapped into the
description attribute of the global profile and the Region attribute will be mapped to the |
attribute.

SAILPOINT INTEGRATION GUIDE
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Define Join Attribute Mappings 0 Define Join Attribute Mappings @
Map the object atiibutes 1o the virtual denty attibutes for each join object Wap the object attribuies to the virtual identty attributes for each join object
Join Object Atibuie mappings from 'sqihrdatabase. Sample.dbo.Emplo St e Afiribute Mappings from *sqinrdatabase Sample dbo Emplo( |
sqlhrdatabase Sample.dbo Employe: v 10 'user sqihrdatabase Sample dbo Employe: v| 10 'user
Account E— mapto Virtual identty attribute Lol ‘Source attribute map to Virtual identity attribute
Address. T — Address S
BthDate countryCode BinDate isPrivilegeHoider
city @ createTimeStamp city @ ipegPhoto
ClearanceLevel dBCSPwd Clearancel evel Region 1
Country B dSASignature: T Country & labeledURI
Department dSCorePropagationData Department lastknownParent
EmployeeiD defaultClassStore EmployeelD lasiLogoft
Extension department Extension lasiLogon
FirstName departmentNumber FirstName tasiLogonTimestamp
HireDate ClearanceLevel ‘description HireDate: ImPwdHistory
HomePhone desktopProfile HomePhone localelD
arina et e e
Notes directReports. Notes logonCount
Photo dispiayName Photo logonHours
=3 =3

9.

Figure 2. 6 : Defining Attribute Mapping from Join/Secondary Object

Click EES

Choose to mount the virtual view of identities under a naming context (e.qg.
ou=people,o=sailpoint) and click E=ES
Define a persistent cache with refresh and initialize the cache. For complete details your

caching options and refresh strategies, please see the RadiantOne Deployment and
Tuning Guide.

Click EZZB to complete the wizard.

Defining Virtual View for Groups and Membership

RadiantOne FID can act as a single data source for accessing group information. It can map
and aggregate existing groups contained in multiple heterogeneous backend data sources
and/or dynamically build groups on-the-fly based on any attributes of the user entries. Either
way, this allows applications to search in one directory to find the group and evaluate the
members. The diagram below depicts user-defined groups where members are dynamically
determined based on attributes available in the user profiles. Also shown is how RadiantOne
can compute membership and return a memberOf attribute in the user entries.
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cn=PASales
member=Andrew_Fuller

**Based on identities that have:

= description=1
= title= VP Sales
= |=PA
cn=PAContractors

/ member=Sarah Jones

Dynamic Groups View

employeeNumber=2

Andrew_Fuller

objectClass=user
mail=andrew_fuller@setree1.com
title= VP Sales

description=1

I=PA

memberOf=PASales

Calculation of memberOfis
based on the dynamic groups

/vew

Correlated Identity View

employeeNumber=C24
sAMAccountName=Sarah Jones
objectClass=user

mail= sarah@radiantlogic.com

Figure 2. 7 : Example of User-Defined Groups with Dynamic Members

In order for applications to locate groups, the schemas must be mapped to a common naming
structure. The naming should be based on the criteria that the application uses to search. For
example, if SailPoint is configured to look for group entries based on a filter of
objectclass=group, then all required groups objects must match this class definition. Both
objectclass and attribute mappings are addressed with RadiantOne FID.

From SailPoint’s perspective, RadiantOne FID returns a list of groups and members
corresponding to the search request. The complexity of how the groups and members are
actually built is hidden and happens behind-the-scenes. You gain the advantage of having
attribute-driven groups as opposed to statically defining members solely based on the group
name.

Basic configuration steps for building user-defined groups are described below. This assumes
that all users (possible group members) have been aggregated in RadiantOne FID below a
common naming context (e.g. ou=people,o=sailpoint) and groups will be dynamically built based
on specific attribute criteria. For more details on the Groups Builder Wizard please see the
RadiantOne Identity Service Wizards Guide.

Define Group Names
1. Start the RadiantOne Main Control Panel.
2. Log in with cn=directory manager and the password you defined for this user during the
RadiantOne install when prompted.



SAILPOINT INTEGRATION GUIDE

3. On the Main Dashboard tab, from the L1 drop-down menu, select » Start

4. On the Wizards tab, click on the Groups Builder Wizard.

5. Click on the introduction page.

6. Click &&B and enter a project name (e.g. spgroups).

7. Click E=ES

8. Decide on which objectclass to associate the group entries with. To match the
configuration in this deployment guide, the group objectclass will be used.

9. You have the option to configure user-defined groups or auto-generated groups. For
purposes of the example used in this integration guide, user-defined groups are
described. For more information on user-defined and auto-generated groups, please see
the RadiantOne Identity Service Wizards Guide.

RAPLEIZ VDS Groups Builder Logged n as cn=directory manager (Logout)
Exit wizard
Configuration ) Membership Deployment )
roup configuration
Project name: sparoups SR coatly (2]
Instance : W-RLI10-LISAPC 2389 (vds_server) What object class should represent your groups?
group (Active Directory) v
Configuration =
> Group configuralion Select how groups will be created
®  User-Defined: Members can be assigned explicitly and/or dynamically by performing an LDAP search.
Auto-Generated: Group names will be auto generated based on the specified user will be assigned
Configurations =3

Figure 2. 8 : Defining a Virtual View for User-Defined Groups

10. Click IS,

11. To match the configuration in this deployment guide, a group named PAContractors and
a group named PASales will be created. Click EEEZTB ond enter PAContractors for
the group name and click [ o - §

12. Click WS and enter PASales for the group name and click [ x> §

Define Group Members

1. Select the PASales group and click on [ Define Dynamic Members ||

2. The search base dn should be ou=people,o=sailpoint (e.g. of the aggregated list of
users).

3. The search scope can be one as all group member candidates will be one level below
ou=people,o=sailpoint.

4. In the context of this integration guide, the filter to determine group members should be
any user profile that contains a title of “VP Sales”, a description of “1” and a | of “PA”.
See this example in the screen shot below.
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) Define who belongs to the group "PA Sales” @
Project name: spgroups
Instance - W-RLIT0-LISAPC-23889 (vds_server) Base DN:
embershis sl o-saipoin =3
ey e .
® OnelLevel O SubTree m
|
Membership =D

Figure 2. 9 : Defining Dynamic Member Criteria

Click TSI

Select the PAContractors group and click on I b

The search base dn should be ou=people,o=sailpoint (e.g. the aggregated list of users).
The search scope can be one as all group member candidates will be one level below
ou=people,o=sailpoint.

9. The filter to determine group members should be any user profile that contains a title of
“Sr Contractor”, a description of “2” and a | (location) of “PA”. See this example in the
screen shot below.

© No O

Eroets ) Coniguration ) Membership ) Deployment )

- Define who belongs to the group "PAContractors’ @
Project name: Spgroups
Instance - W-RLI10-LISAPC:2389 (vds_server) Base DN:
B— e e ==
@ One Level O Sub-Tree m
Deployment
Membership =

Figure 2. 10 : Defining Dynamic Group Member Criteria

10. Click IS,

11. Click again as this example will not add any more groups or members.
12. Choose the option to Mount Under an New Naming Context (e.g.
ou=groups,o=sailpoint).
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Project name: spgroups
Instance - W-RLI10-LISAPC 2389 (vds_server)

Deployment
» Mount groups

Dsfine a cache

Membership

Deployment

Figure 2. 11 : Defining Location to Mount Virtual View

13. Click E=E,

14. Define a persistent cache with refresh (to avoid having to evaluate the membership rule
every time this virtual view is searched) and initialize the cache. For complete details
your caching options and refresh strategies, please see the RadiantOne Deployment
and Tuning Guide.

Define Computation for MemberOf

Now that the virtual identities are assigned to proper virtual groups, a computation for
memberOf can be defined on the identity view so the group membership can be reflected in the
user entries. Even if you don’t leverage the mapping for memberOf when importing accounts
into SailPoint, other applications can access FID and retrieve group membership by using the
memberOf attribute of the user account instead of searching the group entries directly.

Although there are different methods within RadiantOne to define this computation, this
document describes using the RadiantOne Main Control Panel. The high level steps are defined
here. For more details on the RadiantOne Main Control Panel, please see the RadiantOne
System Admin Guide. Remember, prior to following the configuration in this section, you should
have configured a persistent cache for your groups virtual view (as described in the previous
section).

1. Launch the RadiantOne Main Control Panel.

2. Log in with cn=directory manager and the password you defined for this user during the
RadiantOne install.
Click Settings = Interception = Special Attributes Handling (requires Expert Mode).

. In the isMemberOf section, click the button. The Add Mapping window displays.
5. Click the Choose button. Select the root naming context where the identity view is
mounted (e.g. o=sailpoint). Click OK.

6. Click the button below Groups Location. Select the root naming context where
the groups are mounted (e.g. o=sailpoint). Click OK.
7. Enter memberOf for the isMemberOf Attribute Name.
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Add Mapping

Users Location

[osaiponn \

Groups Location

o=sailpoint

isMemberOf Attribute Name
memberof
Static Filter

(l{uniquemember=@)member=@))

Figure 2. 12 : Computation for MemberOf Attribute

8. Click OK.
9. Click Save in the upper-right corner.
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Chapter 3: SailPoint Configuration

Configure RadiantOne FID as an Application
In order to be the reference image used to provision targets, RadiantOne FID must be
configured as an application in SailPoint.

1. Log into the SailPoint Admin Console.
2. Click on the Application menu and select Application Definition

e T e

« C @ localhostB0E0 identityia/home jsf P A
@SailPoint
me My Wok - Idenfiies - = Inteligence - Setup « @ Q)  The Administrator ~
Erilement Catalog
Policy > Reviews > Approvas >
0 Applcation Risk Modol O Manage User Access > Track My Requests >
Activiy Targe Catogories
Latest Approvals Latest Violation Work Items. Boh v Latest Forms
Currently no data Currently no data Currently no data
Direct Reports saren a My Access Reviews Cartification Campaigns.
. App Cwner Certiication Campaign - 02 FY2015 R
4 on 2 Cars

Currently no data
Currently no data

0.

llllll 5060/ dertitysa/ defire/sppications/ spphcations is? Reviews 0 An > Campains: 2

Figuré 3.1 : SailPoint Application Menu

3. Click on Add New Application.

T - = w

€ 5 C [ © lcamostaosa/iaentitygraermerapplicatons/applications st x| i

@SailPoint

B Home  MyWerk - ldeniitis +  Applications v Intolligence v Sehup +

Application Definition

< [

MNamo Host Typa Modified
Aciva Dirnclary sesi sailpainidemo com Active Direcory - Dinect 804118 06,1358
Enterprise Diractory sesi saipnimseme com ‘SunCne - Direct 83018 08.2317 pm
ERP Fural sesi sailpainisemo com ‘SOAPCannador 3018 082217 g
W e 3308 mBe 1000518 07 28 44 pm
Maingame locsinost RACF 65N 121738 am
oaceEBS  iocames Delimited| File Parsing Connecior BASAS 12,1727 am
FRISM S84158IDOINSEMO.COM Jmec 900116 08:23:17 pm

Figure 3. 2 : Adding a SailPoint Application
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4. On the Details tab, enter a unique name to represent RadiantOne FID and select LDAP
for the Application Type.

@SailPoint

3= Home MyWork v ldentiies v  Applications -  Intelligence +  Setup +

Edit Application RadiantOneFID

m Configuration Correlation Risk Activity Data Sources Rules Password Policy

*indicates a required field

‘Name Revoker

|Rad antOneFID I

‘Owner 7 Proxy Application "

I;Ine Administrator v I v

“Application Type  » Profile Class 7
LDAP

Description 7

Bz ulE = Engish (Unted Sites) -
Case Insensitive  »

Native Change Detection -

7 0f 1024 eharacters (nekiding markup)

Save Cancel

Figure 3. 3 : Application Details

5. On the Configuration Tab, enter the user credentials, host, and port to connect to
RadiantOne FID. Enter the page size and authentication search attributes to condition
the search to identify users.

6. On the Account tab, select the scope of search to issue to find users, the starting point in
the virtual namespace (Search DN), the filter to identify users (lterate Search Filter), the
starting point in the virtual namespace where groups associated with the users are

located (Group Member Search DN), the filter to identify groups (Group Member Search
Filter).



Edit Application RadiantOneFID

LDAP Configuration

-

Account Settings

Dmllsmmﬂubﬁm Accounts Risk Activity Data Sources Rules Password Policy

Use SSL
Authorization Type

Password

Page Suze

Authentication Search Attributes

Host* 7

Port* 7

' [Simple v
User® 7

cn=directory manager

s-selab-cfs westus cloudapp azure com

2389

" oo

L

sAMAccountName
mail

Test Connection

Group Member Search DN

m Cancel Reconfigure

Search Scope ' | Sublree v

SearchDN * 7 besaiipoint

Rerate Search Fiiter

(objeciciass=user)

" o=sailpoint

Fiiter Strina

Figure 3. 4 : Application Configuration Settings

o
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On the Group tab, select the scope of search to issue to find groups, the starting point in
the virtual namespace (Search DN), and the filter to identify groups (lterate Search

Filter).



@SailPoint

$= Home MyWork v Identities v  Applications v  Inteliigence +

Edit Application RadiantOneFID

Setup ~

Donllscarnl:mon Accounts Risk Activity Data Sources Rules Password Policy

Settings Schema Provisioning Policies.

LDAP Configuration

usessL  *

Authorization Type  * [ Simple ¥
User® " nsdrectory manager
Password 1 [
HOSt™ 1% ¢ selab-cis westus cloudapp azure com
Port® 2 239
PagesSize ' o
Authentication Search Attributes G
SAMACcountName
mail
Aeooum
Group Settings
SearchScope ' | Subtres v
SeACNON 7 it

Rerate Search Fimer T oo oroup)

Filter String

Test Connection (@ Test Successiul

B o Recontoue

Figure 3. 5 : Application Configuration Settings
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Click Test Connection to ensure a connection can be made to RadiantOne FID.

9. Inthe Schema section, information about the attributes associated with the users and
groups can be managed. Make sure the Native Object Type listed matches the object
class associated with your user and group accounts in RadiantOne FID.



@ScilPoint

=  Home My Work Identities. Applications Intefigence

Edit Application RadiantOneFID

Details Correlation Accounts Risk Activity Data Sources Rules Password Policy

Settings Schema Provisioning Policies

Properties

Object Type: account
Details
Native Object Type Display Attribute
user o
Wdentity Attribute Instance Attibute
on
Incluge Pormissions Remediation Modifiable
Readonly v
Attributes
Name Description Type  Properties
businessCategory business category sting v
carticense venicie icense or regisaton piate sting v | Mul-Valued
n common namei(s) for which e entry is known by g v
on distnguished name for which e entty is known by | [sting v
(departmentiumber Identtes a depariment within an organzaton sting v
(description descrpbve informaton sty v
(sesnatonindicator Gestnanon indicatar stng__v
(oisplayName preferred name 1o be used when dispiaying enties | [sting v
lemployeeNumber numerically identfes an empioyee witin an organizat (sting v
employeeType Iype of empioyment or a person sting v
facsimieTeiephoneNumber Facsimie (Fax) Telephone Number sring v | Mu-Valued
gwenname Arstnamei(s) for which e entry is known by srng v
lgroups Listof groups a user is a member group v | Managed, Entitement, Mult-Vaiued
nomePhone home telephone number stng__ v
nomePosialAdaress nome posial address stng__ v
Object Type: group
Detalls
Native Object Type Display Attribute
group ]
Identity Attribute Instance Attribute
dn
Include Permissions Group Member ship Attribute
member
Remediation Modifiable
Readonly v
Attributes
Name Description Type
o common name(s) for which the entty Is known by sting
an Directory Path sting
o 0fganization this object beiongs to string
ou organizational unit this object belongs to sting
owner owner (of the object) sting
gescription descrptve informaton sting

Add New Schema Attribute Delete Schema Attribute

Figure 3. 7 : Group Attributes

10. Save the application.

fpeat
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e
e
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Configure Attribute Mapping between RadiantOne FID and IdentitylQ Identity
Warehouse
In order for identities to be imported from RadiantOne FID into the IdentitylQ Identity

Warehouse, attribute mapping between the two systems must be configured.

1.

In the SailPoint Admin Console, click on the settings icon (small gear at the right top)
and select Global Settings.

@SailPoint

Application Definition

Name
Actve Directory
Entorprise Ditectory

ERP Portal

Maintame
Oracte EBS
PRISM
RIAUN2

R1 Autronty
R1Dependent2
RiDeps
RagianiOne VDS

RadiantOneFID

Host

sen saifpointdemo com

serisailpoinidemo.com

seni saiipointdemo com

10cainost3306

focainost

focainost

seri saiipointdemo com

locainost

locainost

locainost

focainost

s-selab-cls westus cloudapp azure com

Figure 3. 8 : SailPoint Global Settings

Type

Actve Directory - Drect
SunOne - Direct
SOAPConnecior

J0BC

RACF

Delimited File Parsing Connector

JoeC

LoAP

LDAP

SunOne - Direct

LoAP

LoAP

LDAP

Modified

804116 0513 58 pm
9730116 082317 pm
930116082317 pm
10105116 0726 44 om

61515 124738 am

61515 121727 am
900116 082317 pm
11/04/1606.56.00 pm
110316 104743 pm
1027116 12:18:46 am
1104116 065139 pm
9/141160928.34 pm

12007116 065218 pm

Lifecycle Manager
Compliance Managor

Plugins
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ldemilies - Apphcalions - Inieligence - Setup -

Global Settings
Identitylc Configuratian > >
Configare various 5ytern wide sehings
Login Configuration > >
Configuse IdanlityQ login setings and authertication questions
identity Mappings > >
Config ilies What ave maaged by Ioertityl
> >
by dentiniQ
> >
> >
> import trom File >

Impor an XML fie containing sysieem objects or a CSV file of localized aftibetes for system objects

Cantigure forms for workflaws, roke provisioning polices. and application provisioring polcies i IdentRyi0.

Figure 3. 9 : SailPoint Identity Mappings

Click on an IdentitylQ attribute that needs mapped to an attribute in FID. The example
below describes a mapping for Display Name.

e e

€ > C [ @ localhostBue0identitia/systemSetupidenties/identitySaurceMappings,sforceLoad = true %

@SailPoint

G- B TheAdwiniststor -

Identity Attributes

Adtribute Primary Source Mapping Advanced Options
Depatmen Group Faclory
| o fom b Radentonevos appicanen |

Email userPrincipaltiams from the RadianiOneVES appication

Employes 10 saMACCouTIName $0m e RadianiCheVDS appicaton Searchotie
Frtams giveniizme $om ine RadianionewOS sppiicaton

Wactve Edune
JouTite Group Faciory
Lastame: =0 am e RadiantOnevS appicston

Locanon Group Factory
Manager Group Faclory
Fnone Kumber

Previous Job T

Previous Managst
Fogion Group Faciary

e[t e R 2 Dactayeg 1- 142014

[ [T
Figure 3. 10 : Attribute Mapping
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4. In the Source Mappings section, click Add Source.

73 e e e .

€ > © [ tocamostBoatyidentityia/systemSetup/dentites/identitySourceMappings,st #|

@SailPoint

G- & TheAdminsustor -

Edit Identity Attribute

Specify the applications and rules fram which identity data is derived. Select a source mapping o change its pasition within the list

Identity Attribute

Ao Name displayName
Display Name . dispiay_name
Advanced Options
AL Type Sting v
Eanmooe Fad Oy v
Multlued
Valu - Select Rl
Value Ghange Worsfow - Select Business Process -
Source Mappings
o e RadlaniOneVS application
00 Sowrce | Delete Sources
Target Mappings. Attribute Transformation Rule Provision All Accounts

AddTargst | Delota Targsts

[ o
Figure 3. 11 : Identity Attribute Mapping

5. From the Application drop-down list, select the application configured for RadiantOne
FID.

6. For the RadiantOne FID application, select the attribute from the drop-down list to map
to the Display Name attribute in IdentitylQ.

Add a source to the displayName attribute

® Application Attribute ' Application Rule’ . Global Rule (all applications)

I“W‘"“"’"' RadiantOneFID v I

Attribute” [Select an Atiibute
Select an Afribute ~|
businessCategory
carLicense

departmentNumber
descnpton
destnatonindicator
displayName

dan

employeeNumber ' Cancel

employeeType }
tacsimileTelephoneNumber |
givenName 1
groups

homePhone ‘
homePostalAddress I
initials
internationaliSDNNumber

|

mail -|
Tranefarmatian Rula Pravician

Figure 3. 12 : Attribute Mapping

7. Click Save to return to the Identity Mappings screen.
8. Repeat steps 3-7 for all attributes that you want to import from RadiantOne FID into the
IdentitylQ Identity Warehouse.

Configure SailPoint Tasks
Tasks are used to import (aggregate) and refresh users and groups into SailPoint IdentitylQ
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Identity Warehouse.

Aggregate Users
1. Inthe SailPoint Admin Console, click on the Setup menu and select Tasks.

@SailPoint

= Home My Work « Identities - Apgplications - Intelligence Setup ~

N . Centifications

Identity Attributes

Roles
Attribute « Primary Source Ma Policies
Depanmeant

Tasks
Emall mallrom he Radiany GoUS
Employee 1D employeeNumber froi Business Processes tion
Furst Name givenName from the F

Lifecycle Events
Inacive
Jeb Tite e from e Radianie DorC Requests
Last Name sn from the RadiantOneFID application

Figure 3. 13 : SailPoint Setup Menu

2. Click in the New Task drop-down menu and select Account Aggregation.

@SailPoint

Account Aggregation
Tasks  Scheduled Tasks Task Results ks

Account Group Aggregation
Activity Aggregation
Name Description AreSight Data Export

Challenge Answer Importer

Load2nd conelale AD accouns irectly fom AD demain server Contimuous Cariification Refresh

~Aggregate ERF Forial Accounts Colect accounts rom e ERF system

Data Export
Aamegale Enterpis Direcory Accounts Losd and conlste Enlerrise by <omorate LDAP server T e
Aggregate HR Authoriatve RN this irst. This aggregates rom e auhontatve reseurces. Entitlement Role Generator

Agaregate Mainfame Accounts Load and comrelate Mainframe accounts and asscciated permissions FIM Application Creator

Agaregate Oracle EBS Accounts Load and comelate Orace E-Business Sulte accounts IQService Public Key Exchange Task
Aggregate PRISU Task o aggregate e PRISM appicaon. M Appticaton Crestor

Asoreaste TRAKK Task o 800regate accounts Tom the TRAKK appicaton

Frocess Human Resources upd: Partorms a daita aggregation fom Human Resources

Figure 3. 14 : SailPoint Task Menu

w

Enter a unique name for the task.
4. Select the RadiantOne FID application to scan.
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@SailPoint

New Task

Standard Properties

-ingicaies 3 requied foid

IAggregate RadiantOne FID Accounts Previous Result Action Delete B
scription Task lempiale fof applicabon account scanning

Allow Concurrency

Require Signoft

Email Task Alerts
Email Notification Disabled v

Account Aggregation Options

Selectappiicatons o scan* ' =
© RadiantoneFID
~
v
Optionaly selacta rule 1o assign capabiliies or perform olher processing on new identes 0 Q=
Refresh assigned and detected roles =
Check actve policies .
Only create inks ifiey can be comelated o an exising identty '
Reflesh Me idently risk scorecards 0
Maintain idenbly histories Ol
Enabie Delta Aggregaton )
I Detect deieted accounts @ Maximum deleted accounts 1
Reftesh assigned scope 0

Figure 3. 15 : Task Details
5. Save the Task.
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Aggregate Groups

1. Inthe SailPoint Admin Console, click in the New Task drop-down menu and select
Account Group Aggregation.

@SailPoint

sy p——
Tasks | Scheduled Tasks  Task Results
T —
. Q Activity Aggregation
Nar Descripi ArcSight Data Export
am Challenge s importer
= Lo 3 caelae 4D accounts dracty caner

Continuous Certification Refresh

‘Agoregate ERP Poral Collectaccounts fom me ERP

Data Export

Aggregale Enterpise Direciory Accourts Load and coreise Enterpiss iteciory accounts by connecing diecty o corporate LOAP ssrver Encrypted Daa Synchronization Task
Aggregate HR Authortatve RN this irst This agaregates rom the Juhontative resources. Entitlement Role Generator
‘Aggragate Mainframe Accounts. Load and correlzte Mainframe accounts and associated permissions FIM Application Creator

‘Aggregate Oracle EBS Accounts Load and corelate Oracie E-Bus 3 Sulte accounts I10Service Public Key Exchange Task
ggraga PRISW Task o aggregate e PRISH sppication 1TIM Appiication Crestor

Figure 3. 16 : SailPoint Tasks

Enter a unique name for the task.

Select the RadiantOne FID application to scan.

Check the option to Detect Deleted Account Groups.

Choose en_US from the drop-down list for Automatically Promote Descriptions to this
Locale.

6. Enter description as the Description Attribute (this should be the default).

arwd

@5SailPoint

New Task

Standard Properties

“indicates 3 required feld

Name:® Aggregate RadiantOne FID Group Accounts Previous Result Action Deiste

oYY T T

Allow Concurrency

Require Signoft

Email Task Alerts

Email Notification Disabled v

Account Group Aggregation Options.

Select appiicatons 1o scan®

© RadiantOneFID

Filtor object ypes fo scan

Enable Delta Aggregation

Detact deietad account groups 1@
Automatcally promote Sescriptions 1o Tis locale ro|en US
Description idute (0efaull "escription”) 7 |descrioton
Group Aggregation Retresh Rule » [~ SelectRule -

[ sove | sovoamaxoce KRN
Figure 3. 17 : Task Details

7. Save the Task.
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In the SailPoint Admin Console, click in the New Task drop-down menu and select

@ (- [T
« C | @ localhost:8080identityiq/monitor/tasks, viewT asks jsf &
@SailPoint

Tasks

Tasks Scheduled Tasks | Task Results

Q

Name Description
3 Type: Account Aggregation (11 Tasks}
Aggregats AD Accaunts L0380 510 corTeiste AD CCOUNS GITRCty O AD J0meIN S8Vl

‘Aggregate ERP Purlsl Accounts Collect sczounts iom he ERP system

‘Aggnegate Enlararise Ditsciory Accounts

Lasg Dieeclory accounts by corparale LDAP sarves
‘Aggregats HR Autoriative Fuun this =1 Thiz ag5reganes oM the auartsse resources
‘Aggregate Maintrame Accounts Lead

‘Aggregate Oracle EBS Accounts Load sad corrsiste Oracle E-Business Suite accounts

Aggregats PRISH

Figure 3. 18 : SailPoint Tasks

Task 1o squregale he PRISM appicaton.

Enter a unique name for the task.
Check the option to Refresh Identity Attributes.

@5ailPoint

Challonge Answor Imponze

‘Continuous Canification Refresh

Data Export

Encrypted Data Synchronization Tosk

Entitiement Role Genarator

FIM Application Craator

1QService Public Key Exchange Task

ITIM Application Creator

Identity IQ Cloud Gateway Synchronization Task
[ e ]|

Identity Request Maintenance

Import List SOD Definitians

Check the option to Refresh Identity Entitlements for all links.

New Task

Standard Properties

i satag

Wame® Rekwsh dccounts kom Radintine FIO

scription Tarmgiate ko Kenat 19EE3h SCans.

Allow Concurrency
Require Signoft

Email Task Alerts.

Emai Notification Disabled »

Identity Refresh Options.
Optonal #ter s¥ng 10 CONSYAIN e Identes reveshed Example Depanment == Finance™

Cebonal st of Group o populaBon mames 1o CONsrain I idenibes rehushed

Refesn idenbbes whose [astrekesh dats b5 Delore T dale 47| December v 2016
Refresh identtes whose (ast refresh date is atleast s number cf hours ago

RENESN 10845 WHOSE STTeTEsh 0388 k5 WIEWN s RUMOSY 0T NOUrS

Includs modiled identBes in 1o relesh dats window

Relresh on'y identibes marked as needing rekesh during aggregaton

D12 Nl PS8 I LG FETEIN Matker aRet Tevesn

Exciude identbes marked inacive

Relesn idantly amributes

Retresh Meeibty Eniemments for all ks,

Fenein manager st

Figure 3. 19 : Task Details
5. Check the option to Promote Managed Attributes.

Previous Resull Action



@ con e VI rasontiogc nc 1o x Y
€ & O | @ lecalhost B0 identityic/menitor/tasks/edDefition st

Numiser of Retesh Threats

APWBYS IBUNEN 6 VKNG (8 I e WSl FIQU4rS 5671 DBlY)

Enable the generaton of wark Bsews or urmanaged parts ofihe provisiening plan

Disabls CONNECIOr I00KLD of Mansgers Mat do not comeiats

Enable partoning

m Save nd Execute

Cancel Ramesn

Figure 3. 20 : Task Details
6. Save the Task.

Sequence Task

A Sequence Task is used to run specified tasks in a specific order.
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1. Inthe SailPoint Admin Console, click in the New Task drop-down menu and select

Sequential Task Launcher.

@ Tsks x Y I Radiont Logic Inc.| s X Ny O

€ C | @ tocalhost 080 identityiq/mon

@SailPoint

= Home My Wok - Identities -

Tasks

Tasks Scheduled Tasks Task Results

Hame

‘Apgregate Enteeprise Diteclury Accounts

Aggregate KR Authoriztive
Aggregam MamrImS Accour
Aggregate Oracts EBS Accounts
Aggregate PRISM

Apgregate TRAKK

Frocass Human Resources updaies

ST Tampiats Account Aggregation

Description

Luad ang

Run s frst This aggregales fom the authariiaive resourcas.
L33 200 Cormalans MaInTame SCoounts and 2530CIAIBE PMTEEONS

Loadar

rreate Oracie € Business Suie accaunts
Taskio agoregate e PRISM appicaten
Task o 300reGe 3CO0UIIS TOM e TRAKK apescaton
Ferorms a data apgragation hom Human Rssourcss

Task tempiat for appAcation account scanning

Figure 3. 21 : SailPoint Task Menu

2. Enter a unique task name.
3. Enter the list of tasks to execute in the order you want them run.

Wissing Managed Enttiements Sean
Novall Application Craator

OIM Appiication Creator

Policy Scan

Propagate Role Changes

Retresh Logical Accounts

Rolo Imporiar

Role Index Relresh

Run Rulo

Sequential Task Launcher

System Malntenance

Target Aggregation
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New Task

Standard Properties
“indicates a required feid
Nome® RadianiOne FO Tasks I Previous Resl Action Geive

scripon Tampiali 1of CToatng 3 LIk Mal funs MUl
oiner tasks

Allow Concurrency
Require Sigaoft

Email Task Alerts.

Email Notification Gisabied ¥
Aggregate Task Options
Enter he s of iasks you would ke fo run. Tasks will be run in e order al ey are entered -

© Aggregate RadianiOne FID Accounts
@ Agoragate RadianiOns FID Group Accou

@ Refresh Accounts from RadiantOng FID

Task ex0cution Umeout
Print log statements ko indicae which 1asks have been completed

Cease execubon if one ofhe execing tasks encounlers an error

cancr || putan
Figure 3. 22 : Task Sequence

4. Save and Execute the task.

Verify Import of RadiantOne FID Entries into the IdentitylQ Identity Warehouse
1. Inthe SailPoint Admin Console, click on the Identities menu and select Identity
Warehouse.

® s Tak
< G | @ locathast &0

@5ailPoint

Edit Task

andity Comsiation

Standard Properties  |anity Risk Mode!
“Indicates a requrea seie

Figure 3. 23 : SailPoint Identities Menu
2. Search for an identity of a user you know was imported from RadiantOne FID.

@SailPoint

View Identity Andrew Fuller

@SailPoint

Policy History Risk Activity UserRights Events

= Home My Work ~ Identities. -
User Name  Andrew Fuller

FirstName  Andrew

Identity Warehouse

LastName  Fuller

Email andrew_fuller@setree 1.com

Andrew Fuller |
Manager

Figure 3. 24 : Sample User Search
3. Click on the identity.
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4. Select the Application Accounts tab. It should indicate that that user is associated with
the RadiantOne FID application and show the attributes pulled from this application.

View Identity Andrew Fuller

Attributes Application A Policy History Risk Activity UserRights Events

Application Accounts

Application Account Name Status Last Refresh
& RadiantOneFiD & Andrew Fuller @ Active DecT, 2018
Details for Application Account Andrew Fuller
cn Andrew Fuller
description 1
an en=Anarew Fuller ou=People,0=salpoin
empioyesNumber 2
givenName Andrew
Qroups PASales
1 PA
mail andrew_fuller@setree com
objectClass organizafionalPerson
parson
top
user

sn Fuller

Delete Move Account

Figure 3. 25 : Sample Account Details

Schedule the Sequence task for Automatic Refresh of Entries in IdentitylQ Identity
Warehouse

1. Inthe SailPoint Admin Console, click on the Setup menu and select Tasks.
2. Right-click on the Sequence Task and select Schedule.

@SailPoint

= Home My Work ~ Identities « Applications -
Tasks

Tasks Scheduled Tasks Task Results

Q
Name
Import Demo User Responses
Process HR Joiners
RadiantOne FID Tasks
G Edit

Reaggregate Monitored User

Refresh Monitored Users

<@ Executs In Background

Rafresh Role Indexes

@ Delete

Figure 3. 26 : Scheduling a Task Sequence

3. Enter a unique name, select the first execution date/time and frequency it should be run.
4. Click Schedule.
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New Schedule

Schedule RadiantOne FID Tasks

INSM' Refresh Accounts from Radiantone FID I
Description

IFlnl Execution 07 December v [ 2016 - |07 2 PV Y Run Now' I

Execution Frequency gouny v )
Once

Daily
Weekly
Menthly
Quarterly
Annually

m Cancel
Figure 3. 27 : Schedule Details

5. Click on the Scheduled Tasks menu to verify the task. When the task runs, identities
from RadiantOne FID are updated in the IdentitylQ Identity Warehouse.

@SailPoint

Tasks
Tasks Scheduled Tasks Task Results

Name Task Next Execution ~ Last Execution

RadiantOne FID Tasks I 1277116732 PM

I Refresh Accounts rom RadiantOne FID

Pertorm Maintenance 127116 735 PM 127716 730 PM

Perform maintenance

Figure 3. 28 : Menu of Scheduled Tasks

Provisioning to Targets

Now that identities and groups have been imported from RadiantOne FID into the SailPoint
IdentitylQ Identity Warehouse, provisioning policies can be configured. Please refer to the
SailPoint documentation for details on how to provision accounts from the Identity Warehouse to

your desired targets.



