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Important Information and Updates 

To address possible issues with resources paths containing certain accented characters that manifest unique 

behavior in case-transformations, such as the Turkish dot-less I’s, e.g., we are changing the way we are 

calculating the internal unique hash-value identifiers for business resources. This change is internal and does 

not have any effect on user experience. Since this change affects all business resources, we are taking a 

phased approach in rolling out the change.  

The first phase, delivered with Service Pack 3, initiated the process of recalculating resource identifiers. To 

that end, we created a dedicated scheduled task that will run in the background and recalculate the resource 

identifiers. To minimize the impact on the overall system, the task is scheduled to run nightly within a 

designated timeframe. The task will handle portions of the data each night, until the all business resource 

identifiers have been recalculated. Following the completion of the initial run, the task will continue to run 

nightly to address any deltas in the form of new resources created as a result of new business resources 

detected in existing applications or newly onboarded applications.  

The second phase of the change will be part of the 8.2 upgrade and will conclude the transition to using the 

new business resource identifiers.  

The task responsible for running this process, the “New Unique Path Hash Calculation” task, is enabled by 

default and scheduled to run nightly at 4 AM local time, for a duration of 4 hours. Like all other tasks, the 

“New Unique Path Hash Calculation” task can be modified through the “Scheduled Tasks” screen in the Task 

Management section of the File Access Manager Business Website.  

We highly recommend monitoring and ensuring the successful operation of the “New Unique Path Hash 

Calculation” task, as the completion of the unique identifiers recalculation will be required for future 

upgrades to the File Access Manager 8.2 release. Any delays in that process will impede future upgrades.  

Occasional failures and some interruption to the task are expected are handled by the task and taken into 

account. However, if you are experiencing persisting issues that affect the successful operation of the task, 

please contact SailPoint Support.  

Note! If you apply Service Pack 4 on a new environment, that does not have any applications configured, and 

no business resources have already been created, the “New Unique Path Hash Calculation” task may fail with 

a warning. This can be safely ignored, until applications are added to the system and business resources have 

been discovered. At this stage, the task will pick up and update the newly discovered business resources 

unique identifiers.  

SIQSUS-489 – SharePoint Online Refactor 

File Access Manager now offers full support of standard OAuth 2.0 Authentication for the SharePoint Online connector. 
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Appendix B: Azure AD 

This extra checkbox consents to give permissions to the application on behalf of all other users in the organization,  
thereby ensuring no other user would have to explicitly give consent to the app to run on its behalf. 
File Access Manager does not require this checkbox to be checked, as our application only needs to run on behalf of the 
consenting user. 
Checking this option is optional, and not mandatory.  

Avoiding the Administrative Roles Grant 

To avoid granting an administrative role the service account, even if only for the duration of the consent sequence, you may 
use Azure’s “Admin Consent Requests”. This relatively new feature lets non-admin users indirectly give consent to application 
that require admin consent by requesting an admin’s authorization. 

This feature can be enabled on the tenant’s level, and allows setting one of the three above-mentioned administrator roles as a 
reviewer: 

When users without one of these administrative roles go through the normal consent flow, they will be presented with the 
screen: 
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The requested is required to provide a justification for granting consent to the application and a request is sent to the 
administrator listed in the configuration as reviewers. 

When clicking on “Request approval” to continue, the following screen appears: 

Clicking on “Back to app” would just return an “access denied” error as access was not yet granted. 
This screen can be safely closed while waiting for admin consent. 

The reviewing administrator will either receive an email notifying them of the request, or have to go to the 
“Admin Consent Requests” screen and check for new requests: 

To approve a request, the administrator will go through the “Review permissions and consent” flow, where they will be 
presented with the familiar consent screen: 

After an administrator “Accepts”, non-administrator users will have to go the through token generation sequence again. 
However, this time the consent screen will be skipped entirely, and the flow will lead directly to the Authorization code. 

Note: This method gives consent to the app on behalf of the entire organization, similar to when a Global Administrator ticks the 
checkbox to enables the Consent on behalf of your organization, as described above. 
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Appendix C: Exchange Online 

Appendix C: Exchange Online Connector Full OAuth 2.0 
Support 

Description 

File Access Manager now offers full support of standard OAuth 2.0 Authentication for the Exchange Online 

connector. The new authorization sequence will direct the user through a standard Microsoft O365 

authentication flow, to grant the File Access Manager service account the privilege to acquire and refresh access 

tokens. 

The new authentication method replaces the previous Basic Authentication flow, that required admins to 

provide user and password credentials. 

o The Exchange Online Connector now uses only fully modern authentication methods, and does not require

Legacy Authentication methods be enabled, tenant-wide, or otherwise.

o The Exchange Online Connector now supports the use of multiple service accounts, for both the Permission

Collection and Activity Monitoring modules, to utilize larger API access quotas and minimize delays caused

by Microsoft O365 Rest APIs quotas, throttling and back-off algorithms.

o The Exchange Online Connector supports any user as a delegated account, including users with Multi-

Factor Authentication requirements enabled, and is no longer limited by Microsoft's restrictions on

Federated Accounts

o The Exchange Online Connector supports internal token management and will be responsible for managing

and renewing its own tokens.

General Description 

This enhancement brings full OAuth support to the Exchange Online Connector, instead of the legacy user and 
password approach. 
File Access Manager uses the Microsoft official ADAL library to generate and refresh OAuth tokens. 

• Configuring the Exchange Online Connector, instead of providing a username and a password, you will
click on the plus sing (+) next to the relevant token manager component, to generate a new OAuth
Access Token.

• You will then be redirected to a standard Microsoft O365 login screen.

• Enter the relevant service account credentials and login.

• The Microsoft ADAL library will then initiate a PKCE Authorization Code Flow to generate the initial
OAuth token, that will then be encrypted and stored as part of the Exchange Online application
configuration.

• The access token will be used in all requests to the tenant’s O365 Exchange environment and will be
automatically refreshed when needed.

• Multiple service accounts can be used to generate tokens for both the Permission Collection and
Activity Monitoring modules.

• The same service accounts can be used for both modules; however, this is not recommended as the
service account API call quota would be shared across the two modules, which will increase the
likelihood of exceeding the API call quota and encountering throttling issues.

• Note! This enhancement requires multiple manual steps that must be followed carefully. This
enhancement will also require you to reconfigure the Exchange Online Connector, go through the
configuration wizard to generate access tokens and switch over to modern authentication flow.

• This will not recreate the application, and current Exchange Online information will remain intact.
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Deployment Instructions 

Important! Without completing this step, the Exchange Online Connector will not function properly. 

1. Open the Administrative Client, edit your Exchange Online Application and follow the wizard to completion.

2. The main “Configuration” screen has undergone some modifications.
Make sure to fill in the “Tenant Domain Name” field and use the Add and Remove buttons of the Token Management
component to add and remove tokens.

3. Optional: Run a Crawl and Permission Collection tasks and make sure the tasks complete successfully.

4. Optional: Ensure the Exchange Online Activity Monitor is running and that events are displayed in the Activity Forensics
screen on the File Access Manager Business Website.

Configuration Steps (Screenshots) 

1. The Exchange Online Application Configuration Screen

In the New/Edit Application Wizard enter your O365 Tenant Domain name, then use the “Add 

Token” button of the Token Management Component - marked by the green Plus sign (“+”) – 

to login using the File Access Manager service account and generate OAuth Tokens 

Fille Access Manager v8.1 Service Pack 4 Deployment Guide 
Page 40 of 44  



Appendix C: Exchange Online 

Appendix C: Exchange Online 
2. MS O365 Login Screen

You will then be redirected to the Microsoft O365 Login Screen.  

Login with the Service Account that should be used by the Exchange Online 

Connector. 
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3. The Token Management Component

Upon a successful login of the Service Account, an OAuth Access Token for the Service Account will be generated,  

encrypted and added to the Exchange Online Application Configuration.  

Although the Service Account name is presented in the Token Management Component, credentials are not persisted as part of 

the Application Configuration. File Access Manager persists the OAuth tokens exclusively.  

The Service Account is extracted dynamically from the generated token, solely for display purposes. 
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4. Multiple Service Account Support

Use the “Add” and “Remove” buttons of the Token Management Component to manage the service accounts  
to be used by the Permission Collection and Activity Monitoring modules of the Exchange Online Connector.  
Multiple Service Accounts can be added as desired – to increase API call capacity and avoid throttling issues.  
Multiple service accounts can be used to generate tokens for both the Permission Collection and Activity  
Monitoring modules.  
The same service accounts can be used for both modules; however, this is not recommended as the service 
account API call quota would be shared across the two modules, which will increase the likelihood of exceeding 
the API call quota and encountering throttling issues. 
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5. Complete the Configuration

Once you’ve added all the service accounts to the configuration, a list of all associated account will appear 
in the Token Management Components. 
Follow the wizard instruction to complete the configuration.  
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