@ SailPoint | IdentitylQ

Cloud Access Management

Integration
Version: 8.2
Revised: July 2021

This document and the information contained herein is SailPoint Confidential Information



Copyright and Trademark Notices

Copyright © 2021 SailPoint Technologies, Inc. All Rights
Reserved.

All logos, text, content, including underlying HTML code, designs, and graphics used and/or depicted on these written
materials orin this Internet website are protected under United States and international copyright and trademark laws and
treaties, and may not be used or reproduced without the prior express written permission of SailPoint Technologies, Inc.

"SailPoint," "SailPoint & Design," "SailPoint Technologies & Design," "ldentity Cube," "ldentity 1Q," "IdentityAl," "lden-
tityNow," "SailPoint Predictive Identity" and "Security|Q" are registered trademarks of SailPoint Technologies, Inc. None
of the foregoing marks may be used without the prior express written permission of SailPoint Technologies, Inc. All other
trademarks shown herein are owned by the respective companies or persons indicated.

SailPoint Technologies, Inc. makes no warranty of any kind with regard to this manual or the information included therein,
including, but not limited to, the implied warranties of merchantability and fitness for a particular purpose. SailPoint Tech-
nologies shall not be liable for errors contained herein or direct, indirect, special, incidental or consequential damages in
connection with the furishing, performance, or use of this material.

Patents Notice. https://www.sailpoint.com/patents

Restricted Rights Legend. All rights are reserved. No part of this document may be published, distributed, reproduced,
publicly displayed, used to create derivative works, or translated to another language, without the prior written consent of
SailPoint Technologies. The information contained in this document is subject to change without notice.

Use, duplication or disclosure by the U.S. Government is subject to restrictions as set forth in subparagraph (c) (1) (ii) of
the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 for DOD agencies, and sub-
paragraphs (c)(1) and (c)(2) of the Commercial Computer Software Restricted Rights clause at FAR 52.227-19 for other
agencies.

Regulatory/Export Compliance. The export and re-export of this software is controlled for export purposes by the U.S.
Government. By accepting this software and/or documentation, licensee agrees to comply with all U.S. and foreign
export laws and regulations as they relate to software and related documentation. Licensee will not export or re-export
outside the United States software or documentation, whether directly or indirectly, to any Prohibited Party and will not
cause, approve or otherwise intentionally facilitate others in so doing. A Prohibited Party includes: a party ina U.S.
embargoed country or country the United States has named as a supporter of international terrorism; a party involved in
proliferation; a party identified by the U.S. Government as a Denied Party; a party named on the U.S. Department of
Commerce’s Entity List in Supplement No. 4 to 15 C.F.R. § 744; a party prohibited from participation in export or re-
export transactions by a U.S. Government General Order; a party listed by the U.S. Government’s Office of Foreign
Assets Control as ineligible to participate in transactions subject to U.S. jurisdiction; or any party that licensee knows or
has reason to know has violated or plans to violate U.S. or foreign export laws or regulations. Licensee shall ensure that
each of its software users complies with U.S. and foreign export laws and regulations as they relate to software and
related documentation.



Contents

Getting Started .. 1
SO U il 2
Installation il 2
CON I GUIAtION .. 2
Connection Information for Cloud Access Management Services ... ... ... 2
AVANCE . . 3
EVent Properties . 3
Operating Verification .. il 3
Cloud Based Search OptioNns ... . .. . 5
Cloud Based LoCatioNs . ... .. ... ... .. . 8
Cloud Tab LoCations ... ... ... 8
Cloud Classifications .. ... ... 14
ASSOCIatIONS ... 15
Targeted Certifications Cloud Filtering ... ... 16
Updating the CAMSYNC ServiCe ... ... ... . L 18
CAM S YNC SOIVICE il 18
TroubleshOOtiNg .. . 19
WIrONG HOStNAME e 19
WIONG ClENt LD 19
Additional Configuration Details .. ... ... ... . i 20
LOOGING - .. 21
Module Status 22



Getting Started

Getting Started

Cloud Access Management is a governance offering for multi-cloud environments. Use it quickly to discover who has
access to what, how that access is being granted, and implement pre-configured policies that automate detection of com-
pliance violations.

Within IdentitylQ, you can view additional detailed Cloud Access Management-based information about entitlements
from identity warehouse, access requests, entitlement catalog, advanced analytics, and certifications. You can search
for entitlements using Cloud Access Management-based values from entitlement catalog, manage access, advanced
analytics, certifications, and targeted certification editor.

Whenever a summary of an entitlement is shown (e.g. in a table), there will be an easy, at a glance 'hint' to know if the
entitlement has any cloud access.

When integrating Cloud Access Management with IdentitylQ, the following application types are supported:

« AWS
o Azure Active Directory

To install and configure Cloud Access Management with IdentitylQ, see Setup.
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Setup

Setup

The Cloud Access Management integration feature will have to be installed and then configured to integrate with Iden-
titylQ.

For more information, see:
« Installation
« Configuration

« Operating Verification

Installation
Use the following information to activate your Cloud Access Management installation.
1. Logon to yourinstance of IdentitylQ as an administrator.
2. Click on Global Settings under the gear icon and select the Import from File Page.

3. Click Browse and browse to the following directory: identityig home\WEB-INF\config where iden-
tityig home is the directory in which you extracted the identityiq.war file during the IdentitylQ installation pro-
cedure.

4. Select the init-cam.xml file and click Import.

5. When the import is complete, click Done.

A restart of currently running application servers is required after init-cam.xml is installed.

Configuration
To view the configuration settings and values of the Cloud Access Management, complete the following steps:

1. Click gear menu > Global Settings > Cloud Access Management Configuration.

2. Enter your connection and configuration settings:

Connection Information for Cloud Access Management Services
CAM Hostname

The hostname of the Cloud Access Management website for your organization. For example, https://<or-
g>.cam.sailpoint.com.

OAuth Token Hostname

The hostname of your IdentityNow tenant, which is used to create the Cloud Access Management access token
using the Client ID/Secret. For example, https://<org>.api.identitynow.com

Client ID / Client Secret

The Client ID is the identifier associated with the Cloud Access Management API service. The Client Secret is
the OAuth secret associated with the Cloud Access Management API service.
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Setup

To obtain a personal access token from IdentityNow, see Managing Personal Access Tokens. To obtain a per-
sonal access token from the API, see the API docs for details.

Advanced
Read Timeout

The maximum time in seconds to wait for a response from Cloud Access Management APls before failing.
Connect Timeout

The maximum time in seconds to wait for a connection to succeed to Cloud Access Management APIs before
failing.

3. Afterfilling out the fields, click Test Connection to validate the configuration is valid and that IdentitylQ can suc-
cessfully connect to Cloud Access Management.

Event Properties

After the user has verified that IdentitylQ can successfully connect to Cloud Access Management, click Initiate Events
to start sending Cloud Access Management event data to IdentitylQ.

After this initial synchronization, IdentitylQ will process events as they are generated by Cloud Access Management and
the information available in Search will be updated accordingly. Refer to Cloud Based Search Options for more inform-
ation about the data being generated.

Click Initiate Events as needed to force a refresh of the event data being sent from Cloud Access Management to Iden-
titylQ.

Initiating events does not perform an aggregation. It activates the connection between the two systems so that
information in Cloud Access Management that’s related to entitlements that are created as a result of
aggregations in IdentitylQ is synchronized.

4. Save your changes.
Operating Verification
To verify Cloud Access Management was installed and configured correctly, complete the following steps:

1. Navigate to the gear menu and click on Administrator Console.
2. Select Environment.

3. Click SailPoint Modules & Extensions.

Here, all the integrated modules can be viewed along with their status, host name, and last ping to their server.

SailPoint Modules & Extensions [0 Columns v

Module & Extension Name Description

CAMServices Cloud Access Management Extension 140%

FAM File Access Manager Extension 140w

show 10w Showing 1-2 of 2
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Setup

The default interval for the monitoring is five minutes.
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Cloud Based Search Options

Cloud Based Search Options

When Cloud Access Management is enabled, additional fields will be present in the Entitlement Catalog Advanced
Search, the Manage Access Page, and the Advanced Analytics page.

For the Entitlement Catalog, the new fields under Effective Cloud Access are Cloud URI, Cloud Display Name, and
Cloud Provider. These fields will search for data stored in IdentitylQ through Cloud Access Management Events.

= Home My Work ~ Identities ~ Applications ~ Intelligence ~ Data Governance ~ Setup ~ & &~ (] As The Administrator ~

Entitlement Catalog

Filter Enitlements Q Advanced Search Import Export Add New Entitlement
Import Entitlements from a CSV

Application v Account Group Permissions

Fyon v Target ]

Attribute v

Value v

Effective Cloud Access
Effective Access Cloud Display Name \:I
Cloud Provider v

Application Attribute Display Name Type Description Owner Requestable Classifications
PAM Demodata 0008f7e6ce9542f99568798. Container

PAM Demodata 0156cb17686c4fbe8353593..  Container

For Manage Access, new filters are added for the Manage Access Page to search for managed attributes which are
cloud based by classifications. This filter is multi-valued and lists the different clouds (AWS, Azure, etc). The two new
fields are Role Classifications and Entitlement Classifications.

There is an additional field titled Entitlement Cloud Provider.
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Cloud Based Search Options

The Administrator v

= Home My Work ~ Identities ~ Applications ~ Intelligence ~ Data Governance ~ Setup ~ }— - & - ‘ 6

Select Users 2 Manage Access

Find and select users for whom you want to manage access. Add access for the users you've selected.

Add Access Remove Access

Search By Keywords v Search Access n Y Filters A

Identities Selected: Aaron Nichols
Filter Access
Role Type Role Classifications Entitlement Application Entitlement Attribute
v v v v
Entitiement Owner Entitiement Classifications Entitlement Authorization Entitiement Email
v iv v v
Entitlement Rank

Equals v

Previous

Also for Manage Access, the Search Access has a powerful searching capability. When Cloud Access Management is
enabled, searches that match the Cloud Display Name or Cloud URI (mentioned above) with any of the three cloud
access types, will result in all roles and groups within that hierarchy.

= Home My Work ~ Identities v Applications v Intelligence v Setup v

F- H- © AT The Administrator ~

Manage User Access @ Help

Select Users 2 Manage Access

Find and select users for whom you want to manage access. ‘Add access for the users you've selected.

Add Access Remove Access

Search By Keywords v \Search Access In Y Filters v

Search For Access

Use the search or filter options above to find access items.

Identities Selected: Mary Johnson

Your search results will show up here.

Browse all access items

Previous
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Cloud Based Search Options

For Advanced Analytics, the new fields under Effective Cloud Access are Cloud URI, Cloud Display Name, and Cloud
Provider. These fields will search for data stored in IdentitylQ through Cloud Access Management Events.

@SailPoint

= Home My Work ~ Identities ~ Applications ~ Intelligence ~ Setup ~ & & - (2] A0 The Administrator

Advanced Analytics

Search Type |Entitlement v

Advanced Search

Entitlement Attributes Entitlement Fields
(m}
Standard Attributes Annotation
Account Group Permissions () Application
Attribute
(O attr_demoAuthorization
Target
Owner v O attr_demoEmail
Rights o
Value v J attr_demoRank
Annotation O Attribute
Application v
O Classifications
Type v
P Effective Cloud Access O Display Name
Classification v Cloud Uri O owner
. O Rights
Effective Access Cloud Display Name 9!
O Target
Cloud Provider v
O Type
Value

Searchable Attributes

attr_demoAuthorization

attr_demoEmail

attr_ damoRank

Clear Search
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Cloud Based Locations

Cloud Based Locations

After the Cloud Access Management module is integrated, IdentitylQ will retrieve at display time additional entitlement
details from Cloud Access Management and display them in a new Cloud tab.

Cloud Tab Locations

This section will highlight all the locations of IdentitylQ where the new cloud tab will display when dealing with enti-
tlements.

Entitlement Catalog

When searching for entitlements within the Entitlement Catalog, select the desired cloud enabled entitlement.
Next, select the Cloud tab.

My Work ~ Identities + Applications « Intelligence Data Governance ~ Setup ~

Edit Group

Standard Properties Object Properties Members Access Classifications Cloud

Services for cam-iga:AWS:332420946437:global:GROUP:Admin

AWS_DYNAMO_DB_TABLE - 7 Resources v

Identity Warehouse

After selecting an identity within the Identity Warehouse, navigate to the Entitlements tab and select a cloud
enabled entitlement. The Cloud tab will show similar data as the Cloud tab for the Entitlement Catalog.
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Enti ication A

Policy History Risk Activity UserRights Events

Oleg was last refreshed on 4/8/21 at 4:48:05 AM

F—
Roles
Q Advanced Search
Name Description Classifications Assigned By Allowed By Acquired Application Account Name
spi| rem
Entitlements.
Q Q Show ooly ailditionslantitlements | ziansed Eaaon
Attribute Classifications Application Account Name

qa-oleg-aws Object Details
|| Standard Properties = Object Properties = Members = Cloud

Roles Services

Application Definition

When selecting an application within Application definition, navigate to the Accounts tab. Expand the user
details having the cloud enabled entitlement.

Select the desired group for an identity.

The Object Details dialog will display. Click the Cloud tab.
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Cloud Based Locations

Details Configuration Correlation mmsk Activity Data Sources Rules Password Policy

Q

Account ID » Account Name Status Last Refresh
072216 19-9a23-4748-8208-1434585c3e88 4821
08da78ac-662F-4696 10e44dbsb kov w 4821
14754571-2965-4200-ac95-d 1 402159667 w821
16d229de-1a1b-40¢b-5e06-d30374b80356 glani w 4821

2443-4262-40¢ 1-95eb-bS 3dbIeac24, Oleg-17-0¢ Object Details

3091344c-3014-40e3-D6 1-9e193056258¢ Standard Properties Object Properties | Members = Cloud

3360e04-8744-4330-a1a2-54719aedB154 Roles Services
3402bce3-101b-4421-3607-009420990c3 1
contributor - AZURE we
38(65204-6860-4173-Dub4 585300453628
ZURE v

37140678-9700-4c32-af10-21232130c056

3adB517-1c16-4c22-9bC1-3bdc02266243

3eeacbbb.0512-4c89- 908 16122c040b0F

44012213-2072-47¢6-2091.92cbdedc2289

41421c99-¢218-4c04-b5ce-052dcE70DIS0

5372

2665-46d1-a3ab-d6953d529209

5428965b-95e2-4646-9631-09270518170c

6324083 Tied-dde3-816e-2/9e Tb3c6912

NGDisabled fsise
IIQLocked fsise
accountEnabled e
displayName Ol=g
givenName Olsg
groups DE

Close

mailNickname cleg
abjectid &
servicePrincipals

1083 Thed-

Delegated Work Items

After selecting a work item, click on the entitlement. The same dialog as the Identity Warehouse will display.
View Work Item 207

Summary
Work item ID 207
Requester The Administrator
Owner Alan Bradiey
Description Certify the "AzureAD' entitiement on “CrayonAdmin®
Created Mar 9, 2021 10:49:42 AM
Expiration Mar 8, 2021 7:08:58 PM
Priority Normal
History None

Send Gomment to Requester

Add Gomment

Decisi Recent C P Data Risk Data
Legend: (@) Approve (B Revoke () Allow Exception (i) Delegate i Action Required
Additional Entitlements
Decision Account Name Attribute Entitlements
CrayonAdmin groups ous
Page |1 | of1 @ | show (15 | ~ |items Displaying 1-10f 1

| @ Show entitiement descriptions

Challenge Work Items

When a challenge phase is enabled, the cloud can be viewed on the particular entitlement in the Challenge Work
ltem.
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Cloud Based Locations

@SailPoint

Challenge Revocation of Entitlements on AzureAD

During the certification reviev qa-oleg-aws Object Details Sess is still required to
perform your duties. If you wi be finalized and your access
will be removed. perti Object Properti Classificati Cloud
Challenge due by 4/22/21  Roles e e ipti 3266a-22b4-4755-803b- 16a:
Application  AzureA
owner - AZURE #~ AZURE _DISK - 3 Resources s
Username Oleg ~
Scopes AZURE_FUNGTION_APP - 2 Resources
Extra V
Enttiements | AZURE_KEY_VAULT - 3 Resources w

Reason for removal by Aard AZURE_LOAD_BALANCER - 2 Resources w

AZURE_NETWORK_SEGURITY_GROUP - 3 Resources w
AZURE_REDIS_GACHE - 1 Resources

AZURE_RT - 2 Resources w

Reason for challenge
AZURE_SQL_DB - 2 Resources w

AZURE_SQL_SERVER - 1 Resources w

AZURE_STORAGE_ACCOUNT - 3 Resources w

[ oer [

Close

Manage User Access

When selecting an identity to add or remove access from, scroll to the desired entitlement and click the Details
option. The Cloud tab will display in this window.

Developer

Standard Properties Object Properties Members

Application: AWS - CAM
Type: group

Attribute: Groups

Value: amaws iam:-332420846437 group/Developer

Display Value: Developer

Description:

Requestable: True

Access Request

When adding an entitlement, this Cloud tab can be seen within Track My Requests.
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Cloud Based Locations

Developer

Standard Propertes Object Properties Members

Applcation: VS - CAld
Tpesgroup
Astrbute: Groops
Valus: amaus i 332420048451 roupDeveloger
Display Vaus: Deeioer
Deseription:
Roquestable: Tue

Exended

Actve: e

Request Violation

This Cloud tab will display when viewing a request violation work item. If a created policy conflicts between two
cloud entitlements, this tab will display.

Standard Properties Object Properties Members Classifications

Roles Services for owner/providers/Microsoft.
9e55-4e55-9143-d1de0671c330

owner - AZURE ~
Microsoft.Cache - 1 Resources

Scopes
Microsoft.Compute - 4 Resources
owner/providers/Micros
oft. Management/manag
ementGroups/ae915ac7 Microsoft.KeyVault - 11 Resources
-9e55-4e55-9143-

d1de0671c330
o 2 Microsoft.Network - 12 Resources

Microsoft.Sql - 1 Resources

Microsoft.Storage - 8 Resources

Microsoft.Web - 2 Resources

Access Review

This Cloud tab will display when scheduling a certification. Choose the desired cloud application, then click on
Account to view the Cloud tab.

SailPoint Cloud Access Management Integration 12



Cloud Based Locations

823649857953_Admin

Standard Properties Object Properties

Roles Services for arn:aws:iam::332420946437:role/823649857953_Admin

823649857953_Admi AWS_DYNAMO_DB_TABLE - 7 Resources
n-AWS L

AWS_ELB - 5 Resources
Scopes

WS Ta 33545004 AWS_INSTANCE - 14 Resources
B43110le/87 354585754

8_Admin AWS_KMS - 76 Resources

AWS_LAMBDA - 8 Resources

AWS_RDS - 2 Resources

AWS_S3 - 85 Resources

AWS_SECURITY_GROUP - 89 Resources

AWS_SUBNET - 64 Resources

AWS_VPC - 24 Resources

Identity Details Access Page

Navigate to the Manage Identity drop down and choose either View Identity or Edit Identity. Then, click on the
Accesstab to see the list of entitlements.

The cloud tab will only be visible in the Details dialog if it's a cloud supported managed attribute/entitlement.

Developer

Standard Properties Object Properties Members

Application: AWS - CAM

Type: group

Attribute: Graugs

Value: am:awsiam332420946437 qroupiDeveloper
Display Value: Developer

Description:

Requestable: True

SailPoint Cloud Access Management Integration 13



Cloud Based Locations

Cloud Classifications

Cloud Access Management classifications will be visible for cloud based entitlements. The classifications correspond to
the cloud provider for which the entitlements are associated. The classifications for a cloud access group entitlement will
also include the classifications of its cloud access roles. These classifications will display in the Classification column

within the Entitlement Catalog (and other tables within IdentitylQ) as shown below.

Entitlement Catalog

= Jxa

Application

AzureAD

AzureAD

AWS - CAM

AWS - CAM

AWS - CAM

AWS - CAM

AWS - CAM

AWS - CAM

AWS - CAM

Attribute

groups

groups

InlinePolicies

InlinePolicies

Page |1 | of1

Display Name
Oleg-17-06
Oleg-24-07

Oleg 2

Type

Group

Group

Ol

OlegBoundaryLambda
OlegEC2

OlegLambda

Olegs3

OlegS3AzurelDP

Role

Role

Role

Role

Role

Description

Owner

Import

Requestable

Export Add New Entitlement

Classifications

BD A

B3 Aws, Azure

3 Aws
B Aws
B3 Aws
B3 Aws
£ Aws

Displaying 1-9 of 9

SailPoint Cloud Access Management Integration
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Associations

Associations

Click the Cloud tab to retrieve information from the Cloud API. The following associations can be determined from the
information retrieved from Cloud Access Management:

« Federated Group —a Cloud Access Management group that has associated Cloud Access Management role(s)

« Native Group —a Cloud Access Management group having no Cloud Access Management roles but is associated
with Cloud Access Management services

« Cloud Access Management Role association
Federated Groups
For federated and hybrid groups, two panels will display when looking at the Cloud Access Management details.

The left panel will display all associated role in an accordion style. When opened, the associated scope(s) with that role
will listed under.

When a scope is selected, the right panel will populate with the associated Cloud Access Management service(s).
These services are also listed in an accordion style. When a service is selected, the associated CAM resource (s) will be
listed.

Native Groups

Only services are listed in one panel.

SailPoint Cloud Access Management Integration 15



Targeted Certifications Cloud Filtering

Targeted Certifications Cloud Filtering

When integrated with ldentitylQ, Cloud Access Management allows the user to define a Targeted Certification to specify
cloud specific selection criteria for Roles and Additional Entitlements.

The selection criteria for Targeted Certifications is used to decide which entitlements and/or roles will be included as cer-
tifiables when the certification is generated.

@DSailPoint

= Home MyWork~ Ideniiies -  Applications + lInteligence ~  Data Govemance ~  Setup ~ K- B~ Q6  TheAdministiator ~

< Schedule Certification

Who to Certify

ify?
All ldeniities ‘What do you want to certify? @ Help
Define the iterns you would certify in this campaig
What to Certify @ Roles / Entitlements O

All Roles, All Additional Entitements, All Target Permissions

Roles
Choose Certifier
Manager

Classifications v Equals - | | v

Schedule
. e _

Azure

Additional Settings
Azure AD IdP
¥ Additional Entitlements
Cloud Type Unknown

Google

New search criteria have been added for Additional Entitlements. All new search criteria will appear as a pull-
down option. They will only appear if Cloud Access Management is enabled.

o Cloud Access Scopes — Matches ManagedAttributes which have any of the given scopes indirectly from their
Cloud Access Manager groups or roles.

« Cloud Access Roles — Matches ManagedAttributes which map to any of the given roles directly or indirectly from
their Cloud Access Manager groups.

o Cloud Access Groups —Matches ManagedAttributes which map to any of the given groups.

« Cloud Provider — Matches ManagedAttributes which have a Cloud Access Manager group or (indirectly) a Cloud
Access Manager role with any of the given clouds set directly.
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Targeted Certifications Cloud Filtering

@SailPoint

Home My Work ~ ence - Data Govemance ~  Selup ~

The Administrator +

< Schedule Certification

Who to Certify i
Al Ideniities What do you want to certify? © Help
D tems y Il like to certify in this campaign.
What to Certify @ Roles/Entitlements O Accounts Only
All Roles, All Ac { Permissions
¥ Roles
Choose Gertifier
Manage!
Classifications v Equals v v x
Schedule
7P +Add
Additional Settings
& Additional Eniilements
x

I e v
Cloud Access Groups

Cloud Access Roles
Cloud Access Scopes

Cloud Provider

Display Name
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Updating the CAMSync Service

Updating the CAMSync Service

This section provides information about the CAMSync service and the cloud access hints.

CAMSync Service

The cloud based search capability and cloud classifications rely on the new service CAMSync. The CAMSync service is
responsible for synchronizing Cloud Access Management data into 11Q to enhance searching and classifications.

In a multi-server deployment, synchronization with the Cloud Access Management will only occur from the CAMSync
service on one of the hosts. The active CAMSync service host will be chosen automatically, and automatic failover is
supported.

As described in Configuration, the Initiate Events button under Gear menu > Global Settings > Cloud Access Man-
agement Configuration must be clicked once to initiate the flow from Cloud Access Management into IdentitylQ via the
CAMSync service. All data from Cloud Access Management will be received, and future changes to the data will then
arrive upon occurrence. However, for unusual circumstances, an additional click on the Inititate Events button can be
done to force a full refresh of all data from Cloud Access Management again.

SailPoint Cloud Access Management Integration 18



Troubleshooting

Troubleshooting

The following are a couple of errors that may appear depending on if information was entered correctly.

Wrong Hosthame

When configuring Cloud Access Management within Global Settings, if the Cloud Access Management hostname was
entered incorrectly, the following error will display when clicking the cloud tab within Edit Group.

@ SailPoint

Home My Work ~ Identities ~ Applications ~ Intelligence ~ Setup ~

Edit Group

Standard Properties Object Properties Members Access Classifications Cloud

AErrors

'server2.acme.com' is not a known host.

Wrong Client ID

When configuring Cloud Access Management within Global Settings, if the Cloud Access Management Client ID was
entered incorrectly, the following error will display when clicking the cloud tab within Edit Group.

SailPoint Cloud Access Management Integration



Troubleshooting

Edit Group

Standard Properties Object Properties

AErrors

Members Access Classifications Cloud

Failed to send reguest : Authorization failure with OAuth token provider. Check values for client id and client secret.

Additional Configuration Details

The SystemConfiguration Configuration object contains the following key when Cloud Access Management is installed:

« <entry key="camEnabled" value="true"/>

The CAMConfiguration Configuration object contains the following keys:

Key String Description
clientld string OAuth client id
clientSecret string OAuth client secret (encrypted)
hostname string Cloud Access Management hostname
oauthHostname string OAuth access token hostname
Maximum time in seconds to wait for a con-
nection to succeed to Cloud Access Man-
connectTimeoutSeconds integer agement APIs before failing.
default = 10
Maximum time in seconds to wait for a
response from Cloud Access Management
readTimeoutSeconds integer APIs before failing
default = 60
eventAcknowledgeEndpoint | string default = /tqr/v1/messages/acknowledge
groupsEndpoint string default = /v1/resources/groups
messagesEndpoint string default = /tqr/v1/messages
rolesEndpoint string default = /v1/resources/roles
scopesEndpoint string default = /v1/resources/scopes

SailPoint Cloud Access Management Integration
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Troubleshooting

Key

String

Description

servicesEndpoint
subscribersEndpoint

subscriptionsEndpoint

supportedAppTypes

dolnitialization

eventGroupld

initializationError

initializationHost

initializedDate

string
string

string

map

boolean

string

string

string

date

default = /v1/resources/services
default = /tqr/v1/subscribers
default = /tqr/v1/subscriptions

By default, AWS and Azure applications are
supported.

Default of false. Upon clicking the Event Ini-
tialization button, this is set to true. \When true,
a CAMSync iteration will request an event ini-
tialization (getting all data). When the event ini-
tialization request has completed (whether
success or failure), this is set back to false.

Default of null. The first time the CAMCon-
figBean is instantiated (i.e. - whenever the
CAMConfiguration is queried or modified the
first time in Identity 1Q), this is set toiiq_
<uuid>, where uuid is generated.

Default of null. If an error occurs during the ini-
tialization request, it is set in this field. A non-

null initializationError will display on the CAM

Configuration Ul page.

Default of null. This is set to be the host that
requests an event initialization.

Default of null. This is set to the date of an
event initialization.

Logging

The following logs can be helpful to troubleshoot the Cloud Access Management integration:

# CAMSync service top-level

logger.camsyncservice.name=sailpoint.server. CAMSyncService

logger.camsyncservice.level=debug

# Calls to Cloud Access Management APIs

logger.camservice.name=sailpoint.cam.CAMService

logger.camservice.level=info

# CAMSync service event director

logger.cameventdir.name=sailpoint.cam.CAMEventDirector

SailPoint Cloud Access Management Integration
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Troubleshooting

logger.cameventdir.level=debug

# CAMSync service event persistence
logger.cloudaccessorizer.name=sailpoint.cam.CloudAccessorizer
logger.cloudaccessorizer.level=debug

# CAMSync service event listening
logger.camsynch.name=sailpoint.server. CAMSynchronizer
logger.camsynch.level=debug

# Request CAM event data when creating new entitlements
logger.camstats.name=sailpoint.api.aggregation. CAMStatisticsCommand
logger.camstats.level=DEBUG

# Filters to search for Cloud Access Management based entitlements
logger.camurisearch.name=sailpoint.search.CloudAccessUriFilterBuilder
logger.camurisearch.level=debug
logger.camdnsearch.name=sailpoint.search.CloudAccessDisplayNameFilterBuilder

logger.camdnsearch.level=debug

Module Status

The status of the Cloud Access Management integration can be viewed under Gear icon > Administrator Console >
Environment > SailPoint Modules & Extensions, and then click on the CAMServices name in the list.
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