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1. PLANNING YOUR SERVICE PACK DEPLOYMENT 

1.1. What is a Service Pack? 
SecurityIQ 6.0 release introduced the concepts of Service Packs. 

Service Packs are cumulative packages containing all released E-Fixes to date, since the 

last Major or Patch release.  

Service Packs allows customer to stay up-to-date with the latest bug fixes and 

performance enhancements, with minimal down time and without the need to upgrade. 

Service Packs only update the SecurityIQ components for which bug fixes or 

performance enhancements were issued, while the rest of the system remains 

untouched.  

1.2. Service Packs Deployment Process 
In SecurityIQ 6.0 Service Packs deployment would be done manually.  

 

Starting from the SecurityIQ 6.1, Service Packs deployment would be done 

automatically. Using the new Upgrade Mechanism, Service Pack packages would be 

uploaded to SecurityIQ by the administrator and will automatically deploy themselves 

updating all relevant services and components. This mechanism will have built-in 

backup and rollback procedures, to revert any changes in case of any issues 
encountered during the deployment process. 

1.2.1. Service Pack Structure 
Each Service Pack contains a zip file, with the Service Pack number and version 

number (see below).  

The Service Pack zip file contains a folder for each updated component.  

Components may include the SecurityIQ core services (e.g. UserInterface, Reporting, 

Workflow, etc.), installers, multiply-installed services such as Permission Collection 

and Data Classification Engines and Collectors, or Application Monitors, and 

infrastructure components such as Database (SQLServer scripts), Elasticsearch, and 

RabbitMQ. 
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1.2.1.1. Service Packs Database Updates  
Service Packs may include changes that need to be ex ecuted in the SQLServer 

database, such as DML scripts that modify content, or  DDL scripts that modify the 

structure of database components such as tables, views and stored procedures.  

Unless otherwise specified Database changes must always be ex ecuted as the first 

step of the Service Pack deployment.  

Unless otherwise specified, Database Service Pack scripts are independent of each 

other and can be ex ecuted in any order. Database Scripts should be ex ecuted on the 

SecurityIQ database and schema.  

 

Important! 

Any object should be backed up before being altered. Please see section 1.2.1.3 Backup 
Measures below – for possible backup methods. 
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1.2.1.2. Service Packs Deliverables Updates  
As part of the Service Pack deployment, certain deliverables will be replaced with new 

ones containing the fixed and / or improved code and functionality. Most commonly, 

those deliverables would be in the form of Dynamic-link libraries (in-short, Dll’s), and 

ex ecutables. In addition, some changes may involve changing auxiliary files such as 

configuration files (e.g. app.config and web.config files). 

 

Important! 

Before performing ANY change to the SecurityIQ deliverables, the original files MUST 

be safely backed-up and stored.  

Having the original deliverable readily available, will allow you a quick and easy roll-

back path. One of the great things about service packs is that they allow for small 

surgical changes to be made to the system, by changing only what is necessary. For that 

reason, they are also easy to roll back, provided that backup measures have been taken. 

(for backup measures see section 1.2.1.3 Backup Measures below). 

 

The process of manually replacing deliverables is the following:  

1. Stop or close the relevant component or service – make sure that the component’s or 

service’s executable is indeed down and does not appear in the Windows Task Manager 

before moving on to the nex t step. 

In case the Service Pack involves updating the SecurityIQ Website, IIS should be 
stopped. 

2. Identify the files to be replace. 

3. Backup the original files to a safe location (see section 1.2.1.3 Backup Measures). 

4. Replace the original files with the files provided in the Service Pack for that 

component. 

5. Perform any additional changes, to auxiliary files or other, as specify in the Service 

Pack instructions. 

6. Start the component or service (including IIS if applicable). 

 

As a verification step, check the logs after starting the component or service, to ensure 

the clean startup and execution of the component.  
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1.2.1.3. Backup Measures 
Deliverables Backups 

As backup measures we STRONGLY  recommend that you create a copy of the files that 

are about to be replaced or modified, in a different location, that is not affected by the 

changes, and arrange the folder structures in an organized, coherent way, that will 

allow you to identify which files belong to which component.  

Copying the original folders to a safe, and preferably backed-up, location is ideal. 

A  minimal measure would be copying the original files to another folder on the same 

server.   

 

Database Backups 

As a rule, we recommend that regular backups will be performed on the SecurityIQ 

database.  

Service Packs can occasionally require changes to the database, either in the form of 

content modification on specific tables, or in the form of schema changes to the tables 

and object in the database.  

In the case of schema changes, we recommend that a copy of the original database 

object would be taken. The simplest way of doing that is creating a backup object with a 

different name, using the script of the original object. In most cases, that would entail 

generating a Create script of the original object and renaming the object name in the 

script before execution.  

Y ou can consult your DBA on how to create such backup objects.  

 

In the case of data changes, we recommend that a copy of the table be made before 

changing any data. 

1.2.1.4. End-point related \ multiply-installed Services 
Some of the SecurityIQ components can be installed multiple times. Such is the case 

with Permission Collection and Data Classification Engines and Collectors, for 

instance. If a service pack contains an E-Fix for such a component, for example, a 

Permission Collection Engine, this fix should be applied on all instances of that 

component, unless otherwise specified.  

 

End-Point Related Components 

Occasionally, a Service Pack would include E-Fixes targeted for a specific end-point. 

For ex ample, a Service Pack can contain an E-Fix specifically for the NetApp 

Permission Collection collector, or Activity Monitor . In these cases, the E-Fix  should be 

deployed only if it applies to an end-point on your environment. To use the same 

ex ample, if you do not have NetApp end-points configured, there’s no need to deploy 

E-Fix es relating to that specific end-point.  
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If, however, a Service Pack contains both generally applicable E-Fixes, and end-point 

specific E-Fixes, and both apply to your configuration, both types of E-Fix es should be 

deployed.  

1.3. Version Numbers 
SecurityIQ version numbers are represented by a four-section number, e.g., 5.1.1000.0. 

The first two sections represent major releases. SecurityIQ 6 GA release number is 

6.0.0.0. whereas, SecurityIQ 5.1 release is represented by the number 5.1.0.0.  

The nex t section represents Patch Releases, e.g., SecurityIQ 5.1P1 version number is 

5.1.1000.0. 

Service Pack updates are reflected in the last section, and so SecurityIQ 6.0 Service 

Pack 1 version number is 6.0.0.1000. Service Pack 2, when released, would be 

numbered 6.0.0.2000.  
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2. SUPPORT MATRIX 
Table 1 lists SecurityIQ server support details. 

Table 1. SecurityIQ Server Support Details 

System Supported Versions 

SecurityIQ Servers Windows 2012R2/2016 64bit 

Workstations Windows 7 and above 

Browsers IE 11, Edge, Firefox, Chrome, Safari 

Databases MS SQL Server 2012/2014/2016 64bit 
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3. 6.0 SERVICE PACK 1 DEPLOYMENT 

3.1. Pre-deployment Steps 
Before the performing any changes, perform the following steps: 

1. Back up the SecurityIQ database before starting the Service Pack deployment.  

2. Before replacing any deliverables, ensure that you have created a copy of the original 
deliverables.  

3.  Deliverables Replacement Process:  

a. Identify the component / service that is being updated.  

b. Ensure that no task that relates to that service / component is currently running. If there 

are running tasks, either let those tasks finish, or stop the tasks through the 

Administrative Client.  

c. Stop the component / service to be updated. Make sure that the executable of that 

component / service is completely down and does not appear in the Windows Task 

Manager.  

d. Identify the deliverables to be replaced and create backup copies of these deliverables. 

Follow the instructions in the Backup Measures (1.2.1.3) section.  

e. Replace the deliverables with the new deliverables supplied by the Service Pack package.  

f. Perform any additional steps instructed by the Service Pack deployment instructions (if 

applicable). 

g. Start the component / service after the updates have been applied and ensure the 

successful startup and availability of that component.  

h. Check the logs for any errors and / or warning after the component / service has been 

started. 

3.2. Special Cases 

3.2.1. SIQETN-2157 – Server Installer E-Fix 
SIQETN-2157 is an E-Fix  provided for the SecurityIQ Server Installer and relates to the 

installation of the RabbitMQ component. 

If you have already successfully installed SecurityIQ and the RabbitMQ component, this E-Fix 

should not be applied. 

If you have not yet installed SecurityIQ, or the RabbitMQ, we recommend that you will apply 

this E-Fix . 

To apply the fix: 

1. Install the SecurityIQ Server Installer  

2. Make sure RabbitMQ and Erlang are not installed on the system.  

For that, the following conditions must be met: 
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2.1. The RabbitMQ service is uninstalled, and its installation folder is completely 

deleted.  

2.2. Erlang is uninstalled, and its installation folder is completely deleted.  

2.3. Any environment variable starting with ERLANG or RABBIT is deleted.  

2.4. The file called .erlang.cookie is deleted (Under %USERPROFILE% of the user who 

installed RabbitMQ).  

Note: Y ou might have a problem deleting the folders.  

If that's the case, either restart the server and try again, or download Process Explorer 

and kill the process called epmd.exe  

(it usually doesn't appear in the Windows Task Manager).  

3. Apply the fix by doing the following under the Server Installer's folder:  

3.1. Backup and replace SecurityIQServerInstaller.exe.  

3.2. Under Resources, backup and delete rabbitmq.conf, and place rabbitmq.config in 

its stead.  

3.3. Under Resources, backup and replace the archive called rabbitmq-server-
windows-3.7.4.zip.  

4. Perform the SecurityIQ and RabbitMQ installation.  

Note: Y ou might run into a plugin related issue when you try installing again.  

If that's the case, go back to step 2 again and try installing a second time.  
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3.3. Service Pack E-Fixes  

3.3.1. List of E-fixes 
 

1. SIQETN-2114 – Adding local time for email alerts from activity monitoring 

2. SIQETN-2117 - Role Path does not show in the User Membership in Groups results in 

Admin Client 

3. SIQETN-2119 - Resources created by Activity Monitoring, may be created with wrong 

hierarchy or appear as roots 

4. SIQETN-2120 – “NOT”  operators aren't filtering on WPC fields in the Activity Forensics 

page (Not Contains, Not starts with, etc.) 

5. SIQETN-2122 – Old / Irrelevant Permissions are not being properly deleted 

6. SIQETN-2129 - Resources created with plain drive letters  (colon-suffixed drives, e.g. C:\) 

7. SIQETN-2131 - NetApp mount points are not being crawled 

8. SIQETN-2135 - Ex change activity not getting AD enriched 

9. SIQETN-2136 - Reports generation fails occasionally 

10. SIQETN-2139 - Hierarchical queries are limited to 100 recursive loops  

11. SIQETN-2152 - Permission Collection and Data Classification services taking too long to 

start can timeout and stop 

12. SIQETN-2153 - SharePoint IIS logs defined to be written under an explicit local pa th in a 
multi-server farm aren't collected in Automatic mode 

13. SIQETN-2128 - Group Membership information for an activity is not being enriched, if the 

group name contains specials character (e.g. brackets) 

14. SIQETN-2174 - Cannot set data owners to a DFS resources containing special characters 

15. SIQETN-2177 - Reports Creation Date field in the SecurityIQ website displays "Invalid 

Date" or an incorrect date 

16. SIQETN-2178 - RabbitMQ Crawler Engine fails near completion when running over 3 hours 

17. SIQETN-2157 - RabbitMQ fails to start when installed on a path with spaces which is not on 

the system drive 

3.3.2. E-Fixes Detailed Description 

3.3.2.1. SIQETN-2114 
Add local time for email alerts from activity monitoring 

When sending an email alert based on activity monitoring, the time of the event is displayed in 

UTC. Adding Local Time to email alert signifying the local time zone. 
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3.3.2.2. SIQETN-2117 
Role Path does not show in the User Membership in Groups results in 

Admin Client 

When running an Identity query on User Membership in Groups,  

The Role Path / Group Path field, indicating the role hierarchy that relates the user to a group, 

is not being populated. 

3.3.2.3. SIQETN-2119 
Resources created by Activity Monitoring, may be crea ted with wrong 

hierarchies or appear as roots 

Activity Monitoring may generate Business Resources if a captured activity event does not 

have a corresponding BR. In some case, these BRs are created with the wrong hierarchy.  

This mostly occur in Windows Cluster fileserver Applications, but has the potential to affect 

other agents. 

3.3.2.4. SIQETN-2120 
Not  operators aren't working for WPC fields in Activity Forensics page on 

t he Web UI (Not  Contains, Not starts with, etc.) 

When creating a filter on the Activity Forensics screen with one of the NOT operator (Not in, 

Not contains, Not equals, etc.) on one of the WPC fields, the filter does take effect and results 

are not filtered. 

3.3.2.5. SIQETN-2122 
Old / Irrelevant Permissions are not being properly deleted by the 

Permission Collection task 

As part of the Permissions Collection process permissions that are no longer relevant are 
removed from the database. Some permissions were missed by that process, resulting in an 

accumulation of redundant permissions and unwanted DB gr owth. 

3.3.2.6. SIQETN-2129 
Resources are created with plain drive letters 

When performing activities on cluster nodes from a remote computer (e.g. \\server-

fs\share\...), resource will occasionally get created with a physical path and so new cluster 

share node will be created in the form of colon suffixed drive letters (e.g., "F:\"). 

3.3.2.7. SIQETN-2132 
NetApp mount points are not being crawled 

NetApp mount points, as opposed to shares, are being excluded / ignored during the crawl 

process. 
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3.3.2.8. SIQETN-2135 
Exchange activity not getting AD enriched 

When the activity domain property returned by the identity object in ex change is not set to a 

NETBIOS name, the referenced domain is not fetch and the activity is not being enriched. 

3.3.2.9. SIQETN-2136 
SIQETN-2136 - Reports generation fails occasionally  reporting index out of range 

ex ceptions in the log. 

3.3.2.10. SIQETN-2139 
SIQETN-2139 - Hierarchical queries are limited to 100 recursive loops 

By default, SQLServer hierarchical queries are limited to 100 nested levels. If the nesting 

degree in a query exceeds 100 levels, the query fails. This may affect permission, role data 

queries and reports, among others. 

3.3.2.11. SIQETN-2152 
SIQETN-2152 - Permission Collection and Data Classification services 

t aking too long to start can timeout and stop 

Permission Collection and Data Classification Engine and Collector services, may take too long 

to start and load, due to various reasons. In some cases, they may exceed the service startup 

timeout period, and fail to start. 

3.3.2.12. SIQETN-2153 
SIQETN-2153 - Sha rePoint IIS logs defined to be written under an explicit 

local path in a multi-server farm aren't collected in Automatic mode 

For SharePoint events, IIS logs are used to get view events. Th ose logs default to a path under 

%SystemDrive%. When working in Automatic mode with a multi-server farm, this path is 

retrieved and %SystemDrive% is replaced by a UNC to the server's administrative share 

representing the system drive. If the logs are set to an ex plicit local drive (i.e. C: or D, the path 

is not parsed to a UNC, which means the logs remain unreachable. 

3.3.2.13. SIQETN-2128 
SIQETN-2128 - Group Membership information for an activity is not being 

enriched, if the group name contains specials character (e.g. brackets) 
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3.3.2.14. SIQETN-2174 
SIQETN-2174 - Ca nnot set data owners to a  DFS resources containing 

special characters 

Setting a data owner to a DFS business resource, whose name contains special characters (e.g. 

underscore (“_”) ) fails. Though it appears to be working it does not take hold and does not 

appear after restarting the client and in the web UI. 

3.3.2.15. SIQETN-2177 
SIQETN-2177 - Report s Creation Date field in the SecurityIQ website 

displays "Invalid Date" or an incorrect date 

When opening the SecurityIQ Website and navigating to Reports → My Reports, the Reports 

table displays reports with "Invalid Date" (or some incorrect date) as their Creation Date field.  

This is caused by different language cultures interpreting the date string coming back from the 

server wrong. 

3.3.2.16. SIQETN-2178 
SIQETN-2178 - Ra bbitMQ Crawler Engine fails near completion when 

running over 3 hours 

In environments with RabbitMQ installed, crawler tasks that run for more than three hours 

may fail, due to defunct queue channels. 

3.3.2.17. SIQETN-2157 – Server Installer E-Fix 
SIQETN-2157 - Ra bbitMQ fails to start when installed on a path with spaces 

which is not on the system drive 

When installing SecurityIQ services to a path with spaces on a drive other than the system 

drive (e.g. E:\Program Files\SailPoint), RabbitMQ fails to start properly, which causes it to 

rollback the installation. This is a defect in either RabbitMQ or Erlang (which RabbitMQ uses 

as a framework). 

 


