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Capabilities

Capabilities

This connector enables you to use IdentitylQ File Access Manager to access and analyze data stored in AWS S3 and
do the following:

« Analyze the structure of your stored data.
« Verify user permissions on the resources, and compare them against requirements.

« Identity collector — collect IAM users, groups and roles and the connections between them

See the IdentitylQ File Access Manager documentation for a full description.
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Connector Overview

Connector Overview

Accounts must be configured as described in Prerequisites for AWS , for them to be analyzed.

Crawler

The crawler analyzes the structure of the organization and builds the hierarchy tree

Organization Root container
Organization Units (OUs)
AWS Accounts

S3 Buckets

S3 Folders

Analyze all Objects in S3 Buckets

If Analyze all Objects is checked, the crawler will get also the S3 Objects (files) under the buckets, their size
and total size of the containing folder.

Permission Collector

The Permission collection will retrieve and analyze the following permissions:

ACLs of buckets. If Analyze ACLs is checked, ACLs will be collected for the objects retrieved in the crawl.
Bucket policies for the buckets and their objects.

IAM policies which are relevant for the S3 buckets and Objects.

Account and bucket level PublicAccessBlock configurations.

Cross account permissions

Permission collection limitations and unsupported features:

Permissions are analyzed for buckets and objects, not for folders since they are not an actual objectin S3
Permissions Boundary

Policies Conditions

Policies Variables

Policies elements - NotPrincipal, NotAction, NotResource

Only S3 related permissions are analyzed

Access points and Jobs permissions are not analyzed

Identity Collection

The AWS identities will be collected by the permission collector at the beginning of the task.
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Connector Overview

« The following identities are collected:
o AWS Accounts (root users)
« IAM Users
o |AM Groups
« |IAM Roles
« The AWS predefine groups are represented as the following groups:
http://acs.amazonaws.com/groups/global/AllUsers
“Anonymous” with type "Everyone or Authenticated Users, or contains it"
http://acs.amazonaws.com/groups/global/AuthenticatedUsers
“‘AwsAuthenticatedUsers” with type "Everyone or Authenticated Users, or contains it"
http://acs.amazonaws.com/groups/s3/LogDelivery
“S3LogDelivery” with type “Local Group”.
« From each IAM Role, File Access Manager collects its trusted entities as members of the role.
« The AWS entities will be mapped to the following types:
o |IAM Users — will be saved as FAM “Local User” type.
o IAM Groups — will be saved as FAM “Local Group” type.
« |IAM Roles — will be saved as FAM “Local Role” type.
o AWS Account — will be saved as FAM “AWS Account” type.
o AWS Service — will be saved as FAM “AWS Service” type.
« All other types, including “Federated”, etc. , — will be saved as FAM “AWS External Account” type.

« |AM Role trusted Identity of type "*" is represented as “Anonymous” with type "Everyone, Authenticated Users,
or contains it".

« "Principal": "*" in bucket policy is represented as “Anonymous” with type "Everyone, Authenticated Users, or
contains it".

« Foreach Collected identity, the primary ID will be their Arn and Alternative Ids will be collected as well:
« For AWS Accounts — Id, root user Arn ("arn:aws:iam::{iamRootUser.Id}:root") and canonical Id.
» Forotheridentities — Id.

« Additional information that is collected:
« Name
« Display Name

« Description
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Connector Overview

o Domain — will be the AccountName(#Accountld)
o Email (Only for Aws Account)

« LastLogin (Only for IAM Users)

Cross Account Access

To achieve cross account access, and allow an AWS IAM Identitiy from Account A to access AWS resources in
account B (S3 resource in our case) two conditions must be met:

1. The IAM Identity owner account A should give permission X on the S3 resource in account B.
In File Access Manager this permission will appear as X-ByTrustedCrossAccount

2. The S3 resource owner account B should give permission X on the resource to the IAM Identity from account A.
In File Access Manager this permission will appear as X-ByTrustingCrossAccount.

Permission X will be affective only if both permissions are granted to the user/ group on the resource. Otherwise, the
user / group will not be allowed to perform X on this resource.

Permissions Forensics @ saved Querie
«» 0
User Name Equals testAccessToAnatherRescurce c] ]

< & 8

Business Resource Full Path Application User Name User Domain User Entity Type Permission Type ACL Type Allow?

In the example above, the user “FAMAdminUser1” from account “FA-QA1” has both “GetBucketLocation-By Trust-
ingCrossAccount” and “GetBucketLocation-ByTrustedCrossAccount” permission on bucket “bucket1-fam-qa2-user-
1adminpriv” from account “FAM-QA2”".

Cross Account by Assume Roles

This scenario requires 4 conditions for user USER _A from account A to have permission X on resource RESOURCE _
B from account B through role ASSUME_ROLE_B:

1. ASSUME_ROLE_B is defined in account B.

2. ASSUME_ROLE_B is attached to policy that gives permission X on RESOURCE_B.

3. USER_A should be a member of ASSUME_ROLE - a trusted entity of the role.

4. USER_A should have in account A, permission to assume ASSUME_ROLE_B in account B.

File Access Manager does not display this information in v8.2.
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Connector Overview

Permissions Forensics @ Saved Queries
= O
als 2 o
Business Resource Fu s ucketi Z O
= @
=4 o
© Markpermissions unused for longer than 5 /| months m
Application User Name Group Name User Domain Group Domain Group Entity Type Permission Type ACL Type Allow?

FAM. Dev-Public(#2

GetBucketooiicy Allow

In the example above, the role “FAMConnectorRole” allows “GetBucketPolicy” on bucket “fam-dev-public-bucket1”.
The role and the bucket, both belong to account “FAM-Dev-Public”. The role has a member user (trusted entity)
“AmirTestUser1” from account “Fam-Org”.

If in account FAM-Org, “AmirTestUser1” has a policy which allows it to assume the role “FAMConnectorRole” in
account “FAM-Dev-Public” (Not supported in File Access Manager view in v8.2) — The permission will be active.

Block Public Access

The Amazon S3 Block Public Access feature provides settings for buckets and accounts to help manage public access
to Amazon S3 resources. By default, new buckets and objects don't allow public access. However, users can modify
bucket policies or object permissions to allow public access. S3 Block Public Access settings override these policies
and permissions and enable to limit public access to these resources.

There are 4 settings both on the bucket level, and the account level, If the PublicAccessBlock settings are different
between the bucket and the account, Amazon S3 uses the most restrictive combination of the bucket-level and
account-level settings.

In File Access Manager these permissions appear with the suffix “Account-Disabled” for the account level settings and
“Bucket-Disabled” for the bucket level settings. If one of these settings is turned off, the Permission Forensics view
shows these permissions as “Allow”.

Permissions Forensics © saved Queries
. O
permission T Contains = 2
Business Resource Full Path Equals Devi(# 0)/53.3p-southeast- 1.amir-bucket1 -devl = o]
View by, Groups & Users DI missions ~ Mark permissions unused for longer than & o months m
ssource Full Path Application User Name User Domain User Entity Type Permission Type ACL Type Allow?

ROOt/FAM-Dev1(s aast-1.amir-bucket1-devl 31 BlockPublicacls-Bucket-Disabled

Reot/FAM-Dev1(# weast- 1.amir-bucket 1 -devl 31 Den

Re ast- 1.amir-bucket 1 -devl 3-1 Den
wast- 1.amir-bucket -devl $3-1 Deny
weast- 1.amir-bucket 1 -devl 5341 Allow

ROOL/FAM-Dev1 ( 235t 1.amir-bucket? -dev 531 Allow

Root/FAM-Dev1 [ st 1.amir-bucket] -dev] 331 Allow

Re e hamibucket]-devt $3-1 Allow

In the admin client, in Resources->Permissions->Simple View they will appear with warnings.
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Prerequisites for AWS

Prerequisites for AWS

This section describes the minimal set of permissions required to configure a File Access Manager AWS connector.
Itis a step-by-step guide, including AWS Console Screens.
Make sure your system fits the descriptions below before starting the installation

There are two methods to configure the AWS File Access Manager connector, and the require configuration is dif-
ferent for each.

« EC2instance to run File Access Manager (This is the recommended method)

o Dedicated IAM user

Software Requirements

IdentitylQ File Access Manager requires the latest ASP.NET Core 3.1.x Hosting Bundle. This bundle consists of NET
Runtime and ASP .NET Core Runtime. You can download the latest 3.1.x Hosting Bundle version from here .

Configuring an EC2 for File Access Manager Connector
This is the recommended connection method for the File Access Manager connector.

Create a role and policies to enable running the File Access Manager activities on all accounts in the organization.

1. Sign into your AWS account.

dWsSs

Sign in as |IAM user

Account ID (12 digits) or account alias

Amazon EventBridge

|AM user name Connect SaaS aDDS aﬂd AWS
MyUserName services using events

012345678910

Password

Sign in using root user email

Forgol password?

English  w

Terng of Use Privasy Policy § 1900-2021. Armazen Web Sereoes. Ine. of its afistes

2. Create a new policy “IdentitylQ_FileAccessManager_AssumeRolePolicy”.
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Prerequisites for AWS

This policy will allow the File Access Manager application, created in the next step, to perform an Assume Role

on the roles that will be created in each account.

See IdentitylQ_FileAccessManager_AssumeRolePolicy.json in Appendix A.

Review policy

Hama”

Description

Summary

Tags

" Required

entitylC_FileAccesshanag

Q

Service - Access level

Allow (1 of 2T8 services) Show

S Limited: Wie

Key

3. Create a new role

« Select AWS Service as the trusted entity type.

o Select EC2 as the service.

Select type of trusted entity

i""' AWS service

@ Another AWS account
—9 t

Allows AWS services to perform actions on your behalf. Learn more

Choose a use case

Commeon use cases
EC2

Allows EC2 instances to call AWS services on your behalf

Lambda

Allows Lambda functions to call AWS services on your behalf

@ Web identity

Request conditian

cwncer | s | ([T

o -

@ SAML 2.0 federation

Integrating AWS S3 with File Access Manager

12



Prerequisites for AWS

4. Attach the role to the IdentitylQ_FileAccessManager AssumeRolePolicy policy created above.

~ Aftach permissions policies

Choose one or more policies to attach to your new role
Create policy =
Filter policies Q, IdentitylQ_FileAccessManager_AssumeRolePolicy Showing 1 result

Policy name - Used as

IdentitylQ_FileAccessManager_AssumeRolePolicy Permissions policy (3)

5. Give the role a name (e.g. IdentitylQ_FileAccessManager_EC2_Role) and create it.
SRR

Review
Provide the required information below and review this role before you create it
Rele name* IdentitylQ_FileAccessiManager EC2_Role

+=_{@-_" characters. Maximum 54 «

Role description Allows EC2 instances to call AWS sernvices on your behalf

Trusted entities  AWS senvice: 8C2 amazonaws,com
Policies IdentitylQ_FileAccessManager_AssumeRolePolicy &

Permissions boundary Permissions boundary is not sel

No tags were added

6. If you are creating a new EC2 instance select the above role as the IAM role for the instance.
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Prerequisites for AWS

2. Choose Instance Type 3, Configure Instance 4 Add Storage & Add Tags 5 Configure Secunty Group T Rowew

Step 3; Configure Instance Details

Configure the msiance o suit your requirements. You can launch multiple instances from the same AMI, request Spol instances 10 lake advantage of the ko

Muriber of inttances ||

Purchasing eption (]

MNetwork (|
Subnet (|

Aute-assign Public IP ()

Placement group

Capacity Reservation [

Domain join directory i

lAM role (j

CPU options (|

Shutdown behavior [
Sop - Hibernate behavior ([
Enabie termination protection i

Monitoring (|

EBS-optimized instance (|

Tenancy (|

Elastic Graphics i

Credit specification

1 Launch infto Auto Scaling Groap (j

Requast Spol instances

vpC-d1Tochib (default) 4| C Create new VPG
No preference (default subnet in any Avalability Zom 3 Create new subnet
Lise subned setling (Enabbe) 4

Add instance to placement group

Open 4
= %
Mo directory *| O Create new directory

t dentity}Q_FileAccessManager_EC2_Roie _D (5 Croate ruse 1AM e

Specity CPLU options

Stop 9
Enable hibemation &5 an additional siop behavior
Protect against accidental tlemination

Enable CloudWaich detadiad monioning

Addaional charges apply

Shared - Run a shared hardware Instance 4
ional changes will apply for dedicated fenancy.

Add Graphics Acceleration
onal charges apphy

Uniemited

Addeional charges may apply

7. Ifyou are using an existing EC2 instance, Modify the IAM role to the role above

In the option

EC2 > Instances > Actions > Security > Modify IAM role

Integrating AWS S3 with File Access Manager
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Prerequisites for AWS

EC2 Instances Modify IAM role

Modify IAM role info

Attach an |AM role to your instance

Instance ID

i

IAM role
Select an 1AM role to attach to your nstance or create a new 'L‘lf_' if you haven't created any '|IL‘ ole you select replaces any roles that are
C_'I"E_tl‘_.' attached to your instance.

IdentitylQ_FileAccessManager_EC2_Role v C | Create new IAM role [2

8. Create a new policy for each organization account the connector is supposed to analyze

Create a new policy called “IdentitylQ_FileAccessManager_S3IAMReadOnlyAccessPolicy” with all the
required permissions for the connector.

See IdentitylQ_FileAccessManager_S3IAMReadOnlyAccessPolicy.json in Appendix A.

BEERN - )

Review policy

Name*
Description
Summary
Q
service - Access level Resource Request condition
Allow (3 of 284 services) Sho g 281
Limited: List, Read All res None
Limited. List
53 Limited: List, Read None
Tags
Key a Value -

* Required

9. Create a new role for the File Access Manager user to assume.

Integrating AWS S3 with File Access Manager
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Prerequisites for AWS

On each organization account the connector should analyze, create a new role called “IdentitylQ_FileAc-
cessManagerRole” which the FAM user will assume. Select “Another AWS Account” and enter the account Id of
the organization’s management account.

The role name should be kept as IdentitylQ_FileAccessManagerRole.

o ? 4 4

Select type of trusted entity

.""l AWS service A Ancther AWS sccount @ Vihiz idmartity @ SAML 2.0 federation

Alows enlites in olheér accounts 1o perform ACUons n 1his accounl. Leam moane

Specify accounts that can use this role

Account ID® | 01734567810 o

Options Regu

0

Create policy

Filter policies - Q, FileAccessManager_S3LAMReadOnlyACcesss Showing 1 result

Folicy name - Used as

v ok Identity}d_FileAccessianager_S3lAMReadOnlyAccessPolicy

11. Enter the role name - IdentitylQ_FileAccessManagerRole.

Integrating AWS S3 with File Access Manager 16



Prerequisites for AWS

Create role

Review
Prowvide the required information below

Role name*®

and review

this role before you create it

IdentitylZ_FileAccessManagerRole

Us nara aractar
Role description
Brs. Uise alf e | naracts
Trusted entities The account 012345678910
Policies identityid_FieAccessManager S3lAMReadOnlyAccessPolicy &

Fermissions boundary

Permissions boundary is not set

12. Edit the trust relationship of the new role.

Identity and Access
Management (IAM)

Dashboard
+ Access management
Groups

users

Account setlings

~ Access reports

Iyzer

Archive rules

Analyzers

Organization

Service control policies (SCPs)

Q

13. Edit the jsonfile

Roles > IdentitylQ_FileAccessManagerRole

Summary

Role ARN

Role description

Instance Profile ARNs

Path

Creation time

Last activity

Maximum session duration

Give this link to users who can switch roles in the

console

Permissions  Trustrelationships  Tags

Access Advisor

arn:aws:iam- 012345676010 role/ldentitylQ_FileAccessManagerRole (F)
Edit

@

2021-04-06 21:25 UTC+0300
Not accessed in the tracking period
1 hour Edit

https-//signin.aws amazon com/switchrole ?roleName=IdentitylQ_FileAccessManagerRoledaccount=012345678910 )

Revoke sessions.

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy decument

Edit trust relationship

Trusted entities

The following trusted entities can assume this role

Trusted entities
The account (12345678910

Conditions

The following conditiens define how and when trusted entities can assume the role.

There are no condiions associated with this fole.

Replace “root” in the Principal section with
“assumed-role/{EC2 role name}/{EC2 instance ID}”

where “EC2 role name” is the name of the role created above (“ldentitylQ_FileAccessManager_EC2_Role“ in
this manual) and “EC2 instance ID” is the ID of the instance on which the FAM application is installed.

See ldentitylQ_FileAccessManagerRole.json [EC2] in Appendix A.
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Prerequisites for AWS

Edit Trust Relationship
¥ou can customize trust refationships by editing the following access control policy document
Policy Document
7
"Version": ”

- "Statement™: [

"Effect™: "Allow™,

Cancel Update Trust Policy

Creating a Dedicated IAM User

The recommended method to install the File Access Manager connector is using the EC2 Login method. See
Configuring an EC2 for File Access Manager Connector. If you wish to use a dedicated IAM user login
instead, follow this section:

To configure the connector, create dedicated users with the appropriate users and policies

Integrating AWS S3 with File Access Manager 18



Prerequisites for AWS

1. Sign into your organization’s management account.

dWS

Sign in as |IAM user

Account ID (12 digits) or account alias

Amazon EventBridge

012345678910

|&M user name Connect SaaS BDDS E‘]ﬂd AWS
MyUserName services using events

Password

Sign in using root user email

Forgol password?

English -

Terns of Use Privpcy Poligy & 189€-2021. Amazon Web Servces. Inc. of its affiastes

2. Create a new policy “IdentitylQ_FileAccessManager_AssumeRolePolicy”. This policy will allow the File Access
Manager user created in the next step to perform an Assume Role on the roles that will be created in each
account.

See ldentitylQ_FileAccessManager AssumeRolePolicy.json in Appendix A.

Integrating AWS S3 with File Access Manager 19
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Review policy

Name® |dentitylG_FikeAccessManager_AssumeRoke Policy
Description
Summary
Qr
Service = Access level Resource Request condition

Allow (1 of 276 services) Show rem

STS Limited: Wiie Rolel

Tags
ey - Valug -

3. Crete an IAM User for File Access Manager and select Programmatic access. This access requires an access
key and secret Key.

(5]

Set user details

¥ou can add mulliple users al once with the same access type and permission
User name" IdentitylQ_FileAccessManager_Liser

O Add another user

Select AWS access type
Select how hese users will Ac0ess AWS. Access keys and autogenerated passwords are provided in the last step. Leam more
Access type® + Programmatic access
Enabkes an access key D and secret access key for the AWS AP CLI, SDK, and
OlRer developrment tools

AWSE Management Console access

Enanies a passwond ihal alows users 10 sign-in to e AWS Management Consoke

4. Attach the policy IdentitylQ_FileAccessManager_AssumeRolePolicy policy created above to the new user

Integrating AWS S3 with File Access Manager 20



Prerequisites for AWS

ArA 11ear
Add usel 1 2 3 ° 5

Review

Review your choices. After you create the user, you can view and download the autogenerated password and access key
User details

User name IdentitylQ_FileAccessiManager_User
AWS access type Programmatic access - with an access key

Permissions boundary Permissions boundary is not set

Permissions summary

The following policies will be attached to the user shown above.

Type Name
Managed policy dentitylQ_FileAc sumeR
Tags

No tags were added.

Save the generated Access Key and Secret Key in a secure place.

H('i usel 1 2 3 4 o

@ Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in 1o the AWS Management Console. This is the |ast time these credentials will be available to download. However
you can create new credentials at any time

Users with AWS Management Console access can sign-in at: hitps.i 012345578910 .signin.aws.amazon.com/console

& Download .csv

User Access key ID Secret access key

» & IdentitylQ_FileAccessManager_User rEamannes Show

6. On each organization account the connector should analyze - Create new policy “IdentitylQ_FileAc-
cessManager_S3IAMReadOnlyAccessPolicy” with all the required permissions for the connector.

See the code IdentitylQ_FileAccessManager_S3IAMReadOnlyAccessPolicy.json in Appendix A.

Integrating AWS S3 with File Access Manager
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Review policy

Name*  IdentitylQ_FileAccessManager_S3IAMReadOnlyAccessPolicy

Use alphanumeric and '+=, @-_' characters. Maximum 128 characters
Description
Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters,
Summary
Q Fitter
Service « Access level Resource Request condition
Allow (3 of 284 services) Show remaining 281
1AM Limited: List, Read All resources None
Organizations Limited: List All resources None
s3 Limited" List, Read All resources None
Tags
Key - Value -

No tags associated with the resource

7. Create a new role “IdentitylQ_FileAccessManagerRole” which the File Access Manager user will assume on
each organization account the connector should analyze. Select “Another AWS Account” and enter the user

account ID.

o : : -

Select type of trusted entity

ﬁ AWS service @ Another AWS account @ Web Identity @ SAML 2.0 federation
r—

Allows entities in other accounts 1o perform actians in this acoount Leam maore

Specify accounts that can use this role

Account ID° D2345678910 (1]

Options Require external |0 (Best practice when a thind party will assume this nole)
Redquire MFAES

8. Attach the policy IdentitylQ_FileAccessManager_S3IAMReadOnlyAccessPolicy created above
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reate role

~ Attach permissions policies
Choose one or more policies to attach to your new role

Create policy

Filter policies - Q FileAccessManager_S3lAMReadOnlyAccessPolic)
Policy name «

IdentitylQ_FileAccessManager_S3lAMReadOnlyAccessPolicy

9. Enter the role name - IdentitylQ_FileAccessManagerRole.

This name cannot be changed.

Review

ovide the required information below and review th

Role name* genlityl2_FileAcoessiManagerRiole

Role description

Trusted entities The account 012345678910
Policies IdentitylQ_FileAccessManager SMAMA

FPermissions boundary Fermissions boundary s not

10. Edit the trust relationship of the new role.

Used as

r.

~~
e

Showing 1 result

Integrating AWS S3 with File Access Manager
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Prerequisites for AWS

Identity and Access Roles > IdentitylQ_FileAccessManagerRole
Management (IAM| 4
gement (IAM) Summary
Dashboard Role ARN armaws:iam: (12345678910 rolefdentitylQ_FileAccessManagerRole ()
« Access management Role description  Edit
Groups Instance Profile ARNs (]
users Path
Roles Creation time  2021-04-06 21.25 UTC+0300
Policies Lastactivity  Not accessed in the tracking period
1aentiy provicers Maximum session duration 1 hour Edit
Account setiings Give this link to users who can switch roles inthe  hitps:/signin.aws.amazon. com/switchrole ?roleName=IdentitylQ_FileAccessManagerRole&account= 012345676910
console
~ ACCESS reporns
Access analyzer Permissions  Trustrelationships ~~ Tags  AccessAdvisor  Revoke sessions
Arcnive rues You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document
Analyzers
Edit trust relationship
Settings
Trusted entities Conditions
Cregential report
The following trusted entities can assume this role. The following conditions define how and when trusted entities can assume the role.

Organization activity There are ne conditions associated with this role
Trusted entities

The account 012345678910

Service control palicies (SCPs)

Q

11. Edit the json file

Replace “root” in the Principal section with “user/{FAM IAM User username}”’ where “FAM IAM User username”
is the user created above.

See ldentitylQ_FileAccessManagerRole.json [Dedicated User] in Appendix A.

Edit Trust Relationship

You can customize trust relationships by editing the following access control policy document

Paolicy Document
“{
"Version": "2012-10-17",

= "Statement": [

: {
"Effect": "Allow",

- "Principal”: {

“"AWS": "arn:aws:iam::012345678910:user/IdentityIQ FileAccessManager_User

T
"action™: "sts:AssumeRole”,
"Condition": {}
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Connector Installation Flow Overview
To install the AWS S3 connector:
1. Configure all the prerequisites.
2. Add anew AWS S3 application in the Business Website.
3. Install the relevant services:
» Permissions Collector

If you are using EC2 login, the collector should be installed on the EC2 instance.
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Collecting Data Stored in an External Application

Connector / Collector terminology:
Connector

The collection of features, components and capabilities that comprise IdentitylQ File Access Manager support
for an endpoint.

Collector

The “Agent” component or service in a Permission Collection architecture.
Engine

The core service counterpart of this architecture.
Identity Collector

A logical component used to fetch identities from an identity store and holds the configuration, settings for that
identity store, and the relations between these identities.

The identity collector has no “physical” manifest.
« The actual work is done by the Collector Synchronizer.

The list below describes the high level installation process required to collect and analyze data from an external applic-
ation. Most of these should already be set up in your IdentitylQ File Access Manager installation. See the server Install-
ation guide for further details.

Install a Permission Collection central engine

One or more central engines, installed using the server installer
Create an Application in File Access Manager

From the Business Website. The application is linked to central engines listed above.
Install Permission Collectors (optional)

Optionally, you can install collectors that will run on a separate server and take some of the work from the cent-
ral PC and DC engines (Where supported). When installing a collector, you attach it to an engine. If no col-
lectors are installed, the central services act as both the engine and the collector.

To install a collector, you must have the RabbitMQ service installed for communication between the central
engines and the collectors. RabbitMQ is installed

For further details, see section Application > Central Service > Collector Relations in the IdentitylQ File
Access Manager Administrator Guide
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Adding an AWS S3 Application

In order to integrate with AWS S3, we must first create an application entry in IdentitylQ File Access Manager. This
entry includes the identification, connection details, and other parameters necessary to create the link.

To add an application, use the New Application Wizard.
1. Navigate to Admin > Applications

2. Click Add New to open the wizard.

Select Wizard Type

1. Click Standard Application

2. Click Next to open the General Details page.

General Details
Application Type
AWS S3
Application Name
Logical name of the application
Description

Description of the application

Tags
Select tags for the application from the dropdown menu, and / or type a new name, and press Enter to create
a new tag. The dropdown list of tags filters out matching tags as you type and displays up to 50 tags.
The tags replace the Logical container field that was used when creating applications in releases before
8.2
Event Manager Server

This option is available if there are more than one event manager servers configured in the system.
Select an event manager from the drop down menu

Click Next to open the Connection Details page.

Connection Details
Management Account ID

The account ID of the AWS management account - This is required for collecting user details and permissions
from different accounts.

Use Dedicated IAM User

Use this to select the login method. Leave unchecked to use the recommended method of EC2 login.
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Check this box to use a dedicated IAM use account for login.
If selecting a Dedicated IAM User method, fill in the following fields:

o Access Key Id

The IAM user programmatic username of the File Access Manager user that was created in the pre-
requisites.

o Secret Access Key

The IAM user programmatic password.
Click Next.

Configuring and Scheduling the Permissions Collection

Permissions can be analyzed to determine the application permissions of an out-of-the-box application, provided you
have defined an identity store for File Access Manager to use in its analysis, and you have run a crawl for the applic-
ation.

The permission collector is a software component responsible for analyzing the permissions in an application.
The Central Permission Collector Service is responsible for running the Permission Collector and Crawler tasks.

If the “IdentitylQ FAM Central Permission Collector” wasn'’t installed during the installation of the server, this con-
figuration setting will be disabled.

To configure the Permission Collection
« Open the edit screen of the required application
a. Navigate to Admin > Applications

b. Scroll through the list, or use the filter to find the application

c. Click the editicon & on the line of the application
« Press Next till you reach the Crawler & Permissions Collection settings page.
The actual entry fields vary according to the application type

When entering this page in edit mode, you can navigate between the various configuration windows using the Next
and Back buttons.

Central Permissions Collection Service

Select a central permission collection service from the dropdown list. You can create permissions collection
services as part of the service installation process. See section "Services Configuration" in the IdentitylQ File
Access Manager Administrator Guide for further details.

Analyze all Objects in S3 Bucket
If checked — collect and analyze files in the buckets, and not only buckets and folders.
Default is unchecked.

Analyze ACL Permissions
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Click to fetch and analyze ACL-type Permissions.

S3 ACLs is a legacy access control mechanism that predates IAM. AWS recommends using S3 bucket
policies or IAM policies for access control.

If checked, ACLs will be collected for business resources, which will impact the performance of the Permission
Collector. For cases with a large number of resources, skipping the ACL permission fetch can improve the ser-
vice run time considerably .

This option is checked by default
If ACL is not supported by your server, make sure this field is unchecked.

Scheduling a Task
Create a Schedule
Click on this option to view the schedule setting parameters.
Schedule Task Name
A name for this scheduling task
When creating a new schedule, the system generates a default name in the following format:
{appName} - {type} Scheduler
You can override or keep this name suggestion.
Schedule
Select a scheduling frequency from the dropdown menu.
« Schedule Types and Intervals
Once
Single execution task runs.
Run After
Create dependency of tasks. The task starts running only upon successful completion of the first task.
Hourly
Set the start time.
Daily
Set the start date and time.
Weekly
Set the day(s) of the week on which to run.

Monthly
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The start date defines the day of the month on which to run a task.
Quarterly
A monthly schedule with an interval of 3 months.
Half Yearly
A monthly schedule with an interval of 6 months.
Yearly
A monthly schedule with an interval of 12 months.
Date and time fields
Fill in the scheduling times. These fields differ, depending upon the scheduling frequency selected.
Active check box
Check this to activate the schedule.

Click Next.

Configuring and Scheduling the Crawler
To set or edit the Crawler configuration and scheduling
« Open the edit screen of the required application
a. Navigate to Admin > Applications

b. Scroll through the list, or use the filter to find the application

c. Click the editicon & on the line of the application
o Press Next till you reach the Crawler & Permissions Collection settings page.
The actual entry fields vary according to the application type
Calculate Resources'’ Size
Determine when, or at what frequency, File Access Manager calculates the resources' size.
Select one of the following:
« Never
« Always
« Second crawl and on (This is the default)
Exclude CloudTrail Logs

Check this box to exclude CloudTrail logs from being crawled and analyzed. There could be a very large num-
ber of these log files, and scanning them will have a negative impact on performance.

The default is checked.

Create a Schedule
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Click to open the schedule panel. See Scheduling a Task

Setting the Crawl Scope
There are several options to set the crawl scope:
« Setting explicit list of resources to include and / or exclude from the scan.

« Creating aregex to define resources to exclude.

Including and Excluding Paths by List
To set the paths to include or exclude in the crawl process for an application
« Open the edit screen of the required application
a. Navigate to Admin > Applications

b. Scroll through the list, or use the filter to find the application

c. Click the editicon & on the line of the application
« Press Next till you reach the Crawler & Permissions Collection settings page.
The actual entry fields vary according to the application type
1. Scroll down to the Crawl configuration settings.
Click Advanced Crawl Scope Configuration to open the scope configuration panel.
Click Include / Exclude Resources to open the input fields.

To add a resource to a list, type in the full path to include / exclude in the top field and click + to add it to the list.

o > 0 DN

To remove a resource from a list, find the resource from the list, and click the x icon on the resource row.

When creating exclusion lists, excludes take precedence over includes.

Excluding Paths by Regex for AWS S3 Buckets

The AWS Path Structure in File Access Manager
File Access Manager uses a path name in the following structure:
Path Structure: Root/[OU]/[Account]/[Bucket Path]/[Folder]/[Filename]

Component structure: Root/[OU]/[OU2]/[Account name](#[Account ID])/s3.[region].[bucket name]/[folder]/[file
name]

Example: Root/Example-OU/Example-Account(#420269343516)/s3.north-east-17.HR3In-
putDataBucket/Prospects/CVs/SueSmithPM.Docx

Root
All paths start with "Root/"
ou
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The organizational unit. This could be empty, or include a sting of one or more OUs, according to the BR hier-
archical structure.

Account

Since account names are not unique under an organization, this string includes the account ID and the
account name

[Account name] (# [Account ID])
Bucket Path
The bucket section of the path starts with "s3." and includes the region
s3.[region]. [bucket]
Setting Filters of Paths to Exclude in the Crawl Process for an Application Using Regex
« Open the edit screen of the required application
a. Navigate to Admin > Applications

b. Scroll through the list, or use the filter to find the application

c. Click the editicon & on the line of the application
« Press Next till you reach the Crawler & Permissions Collection settings page.
The actual entry fields vary according to the application type
1. Click Exclude Paths by Regex to open the configuration panel.

2. Type in the paths to exclude by Regex, See regex examples in the section below. Since the system does not
collect BRs that match this Regex, it also does not analyze them for permissions. See the example below in sec-
tion Business Resource Structure to better understand the business resource full path structure.

Crawler Regex Exclusion Examples
The following are examples of crawler Regex exclusions:
Exclude all Folders Which Start With One or More Folder Names

Starting with bucket_name/folderName
Regex: bucket_name/folderName$
Starting with bucket_name/folderName or bucket_name/OtherFolderName

Regex: bucketName/(folderName|OtherFolderName)$

Include ONLY Folders Which Start With One or More Folder Names
Starting with bucket_name/shareName
Regex: A(?!bucket_name/shareName($]/.*)).*

Starting with bucket_name/folderName or bucket_name/OtherFolderName
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Regex: A(?'bucket_name/(folderName|OtherFolderName)($|/.*)).*

I To write a backslash or a Dollar sign, add a backslash before it as an escape character.

I To add a condition in a single command, use a pipe character “|”.

Excluding Top Level Resources

Use the top level exclusion screen to select top level roots to exclude from the crawl. This setting is done per applic-
ation.

To exclude top level resources from the crawl process
1. Open the application screen
Admin > Applications

2. Find the application to configure and click the drop down menu on the application line. Select Exclude Top
Level Resources to open the configuration panel.

3. Run Task

The Run Task button triggers a task that runs a short detection scan to detect the current top level
resources.

Before running the task for the first time, the message above this button is:
"Note: Run task to detect the top-level resources”

If the top level resource list has changed in the application while yo u are on this screen, press this but-
ton to retrieve the updated structure.

Once triggered, you can see the task status in

Settings > Task Management > Tasks
This will only work if the user has access to the task page

When the task has completed, press Refresh to update the page with the list of top level resources.
4. Click the top level resource list, and select top level resources to exclude.
5. Click Save to save the change.

6. Torefresh the list of top level resources, run the task again. Running the task will not clear the list of top level
resources to exclude.
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Top Level Resources Exclusion

Last Successful Run 04-07-2021 3:35:18 FM

Run Task View Task Status

Note: Refresh the list to view recently ~
Refresh g2
discovered resources

Top Level Resources Exclusion List 2 selecred | Claar Seleenie

‘— evel Resources Exclus A

Root/FAM-Org(# fs3.us-east-1.test123456...
| Root/FAM-Devi( 1)/s3.ap-southeast-1.amir...
Root/FAM-Devi(: 1)/s3.53-east-1T.amir-buck...
| Root/FAM-Dev1( 1}/53.us-east-1.amir-buck...
Root/FAM-Dev1( 1)/s3.us-west-1.cf-templa...
Root/FAM-Devi( 1)/s3.us-west-1.sp-cam-f...

Root/AmirOU_A/Amirke2 PO U_AT/FAM-Dev2 (#07325561...

Special Consideration for Long File Paths in Crawl

If you need to support long file paths above 4,000 characters for the crawl, set the flag
excludeVeryLongResourcePaths

in the Permission Collection Engine App.config file to true.

By default this value will be commented out and set to false.

This key ensures, when enabled, that paths longer than 4000 characters are excluded from the applications’ resource
discovery (Crawl), to avoid issues while storing them in the SQLServer database.

When enabled, business resources with full paths longer than 4000 characters, and everything included in the hier-
archical structure below them, will be excluded from the crawl, and will not be collected by File Access Manager. This
scenario is extremely rare.

You should not enable exclusion of long paths, unless you experience an issue.

Background

File Access Manager uses a hashing mechanism to create a unique identifier for each business resource
stored in the File Access Manager database. The hashing mechanism in SQLServer versions 2014 and
earlier, is unable to process (hash) values with 4,000 or more characters.

Though resources with paths of 4000 characters or longer are extremely rare, File Access Manager is
designed to handle that limitation.
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Identifying the Problem
When using an SQL Server database version 2014 and ealier
The following error message in the Permission Collection Engine log file:

System.Data.SglClient.SqglException (0x80131904): String or binary data would be
truncated.

In all other cases, this feature should not be enabled.
Setting the Long Resource Path Key

The Permission Collection Engine App.config file is RoleAnalyticsServiceHost.exe.config, andcan
be found in the folder

%SailPoint_Home%\FileAccessManager\[Permission Collection instance]\

Search for the key excludeVeryLongResourcePaths and correct it as described above.
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Installing Services: Collector Installation

1. Run the Collector Installation Manager as an Administrator.
The installation files are in the installation package under the folder Collectors.

The Collector Installation Manager window displays.

Collector Installation Manager

Connect to File Access Manager
Server Name/IP localhost
Port 8000

User whxadmin

Password eeennnee

p—
R =
-4
k-,
72,
S

IdentitylQ

File Access Manager Next

2. Enter the credentials to connect to IdentitylQ File Access Manager.
a. ServerName/IP should be pointed to the Agent Configuration Manager service server.

b. An IdentitylQ File Access Manager user with Collector Manager permission (permission to install col-
lectors). For Active Directory authentication, use the format domain\username.

3. Click Next.

The Service Configuration window displays.
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11.

Collector Installation Manager X
Activity Monitoring

Select Application ‘v‘ Add

Permission Collector

Select Central Permission Collection service: = Add

Data Classification Collector

Select Central Data Classification service:

Next

In some applications, additional credentials may be required to allow granting elevated permission for
activity monitoring collection.

If you are installing the Permission Collector, select the Central Permission Collector to which to connect this

service, and click Add

Click Next.

The Installation Folder window displays.
If this is the first time you are installing collectors on this machine, you will be prompted to select an
installation folder, in which all future collectors will also be installed.

Browse and select the location of the target folder for installation.

Browse and select the location of the folder for system logs.

Click Next.

. The system begins installing the selected components.

Click Finish

The Finish button is displayed after all the selected components have been installed.

The IdentitylQ File Access Manager Administrator Guide provides more information on the collector services.
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Verifying the AWS S3 Connector Installation

Installed Services

Verify that the services installed for the connector are available and active. Using windows Service manager, or other
tool, look for the IdentitylQ File Access Manager services, and see that they are running.

for example:

« File Access Manager Central Permissions Collection - <Application_Name>

Log Files
Check the log files listed below for errors

o “%SAILPOINT_HOME_LOGS%\PermissionCollection_<Service_Name>.log"

Permissions Collection

1. Run the Crawler and Permissions Collector tasks (Settings > Task Management > Scheduled Tasks)
2. Verify that:
« The tasks completed successfully

« Business resources were created in the resource explorer (Admin > Applications > [application column]
> Manage Resources)

« Permissions display in the Permission Forensics page (Forensics > Permissions)
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Appendix A: Json Scripts

This appendix includes the scripts required for creating the roles and policies mentioned in this guide.

Please make sure not to change the file names.

IdentitylQ_FileAccessManagerRole.json [EC2]

This is the version of the role to create for installation using an EC2 login

IdentitylQ FileAccessManagerRole.json

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"AWS": [
"AWS": "arn:aws:iam::{The EC2 instance account Id}:assumed-role/{EC2 instance
role name}/{EC2 instance Id}"
]
¥
"Action": "sts:AssumeRole"
}
]
}

IdentitylQ_FileAccessManagerRole.json [Dedicated User]

This is the version of the role to create for installation using a dedicated IAM user login

IdentitylQ FileAccessManagerRole.json

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Principal”: {
"AWS": [
"arn:aws:iam::{The user account ID}:user/{FAM IAM User username}"
]
}s

"Action": "sts:AssumeRole"
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IdentitylQ_FileAccessManager_AssumeRolePolicy.json

IdentitylQ FileAccessManager AssumeRolePolicy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditore",
"Effect”: "Allow",
"Action": "sts:AssumeRole",
"Resource"”: "arn:aws:iam::*:role/IdentityIQ_FileAccessManagerRole"
}
]
}

IdentitylQ_FileAccessManager_S3lIAMReadOnlyAccessPolicy.json

IdentitylQ FileAccessManager S3IAMReadOnlyAccessPolicy.json

{

"Version": "2012-10-17",
"Statement": [
{
"Effect”: "Allow",
"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketAcl",
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetAccountPublicAccessBlock",
"s3:GetObject”,
"s3:GetObjectAcl”,
"iam:ListAttachedGroupPolicies",
"iam:ListAttachedRolePolicies",
"iam:ListAttachedUserPolicies",
"iam:ListGroupPolicies",
iam:ListGroups",
iam:ListPolicies",
iam:ListPolicyVersions",
iam:ListRolePolicies",
"iam:ListRoles",
"iam:ListUserPolicies",
iam:ListUsers",
iam:GetGroup",
iam:GetGroupPolicy",
iam:GetPolicy",
iam:GetPolicyVersion",
"iam:GetRolePolicy",
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"iam:GetUserPolicy",
"organizations:ListAccountsForParent”,
"organizations:ListRoots",
"organizations:ListAccounts"”,
"organizations:ListOrganizationalUnitsForParent™

15

"Resource": "*"
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