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Configuring to use SAML Authentication

Configuring to use SAML Authentication

The File Access Manager login process can be integrated with any SAML 2.0 identity provider.

This guide details integration steps for the following providers:

e Azure
e Okta
e ADFS

You can later switch between SAML login and Windows login (See Switching from SAML to Windows Authentication

Mode)

To support SAML login

1. Create a dedicated application within the identity provider for the File Access Manager authentication

Follow the installation for your identity provider:

a. Creating an Azure Application
b. Creating an Okta Application
C. Creating an ADFS Application

2. Follow the File Access Manager installation instructions in this guide, with the following points

¢ Onthe Website authentication mode screen, select SAML 2.0 (See Website Authentication Mode)

¢ Do not create an identity store

3. After installation set up the authentication on the File Access Manager servers and database to accept the SSO
login.

See System Settings Required to Support SSO.

Important: If you are using a load balancer: Note that when configuring a system to use SAML
authentication, if you are using a load balancer, it should be configured to use a sticky session.
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Configuring to use SAML Authentication

Creating an Okta Application

If you are using SAML login connected to Okta for authentication, you have to first create a dedicated application in
Okta.

1. Open the Create a new Application dialog.

a. Loginto Okta.

b. Select Applications to open the Applications screen.

okta Q Searc
Dashboard o~
Overview Give feedback on new dashboard Status
Dashboard
Okta service
Users Groups SSO Apps o h
Tasks ® Operational
1 A 0% No groups No apps added
last 7 days Add an app
Notifications added 3
mport groups
Getting Started
Updated at 2 Mar, 10:15
Directory v
I Applications ~ Tasks
Applications
@ Type = Items & Description
Self Service
Info 1 Applications can be updated to use provisioning
Security v
Workflow - Org changes View all Security

Reports e Update policy: De
Mar, 02:52 » Okta

C. Select Add Application.
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okta
Dashboard v
Directory v
Applications .
Applications
Self Service
Security ~
Workflow o
Reports v
Settings A4

d. Select Create New App.

e.

Qb:aul .

« Back to Applications

21 Add Application

CATEGORIES

Featured

API Management

Apps

Apps for Good

CASB

Directories and HR Systems
Security Applications

Okta Applications

VEN

13

709

22

F:‘d';"...

Featured Integrations

] |
=
Active Directory

Provisioning

A ATLASSIAN

Atlassian Cloud

SAML._SWA

Q, search..

=2 Applications

You have 5 apps remaining

Upgrade to add more than 5 apps.

Upgrade to a paid plan to create more apps and get more monthly active users.

= Add Applinat‘mnk

Searcl

STATUS

ACTIVE

INACTIVE

77\
workday

Workday

5 Assign Applications

SWA. Provisioning

Docuﬁ'gn

DocuSign

AML, SWA, Provisior

Zoom

In the Platform select Web and in the Sign on method select SAML 2.0.

Create Na“k&pp

Zoom
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Configuring to use SAML Authentication

X
Create a New Application Integration
Platform Web .
Sign on method Secure Web Authentication (SWA)

Uses credentials to sign in. This integration works with

moct apn

© samL20

Uses the SAML protocol to log users into the app. This

is a better option than SWA, if the app supports it.

OpenlD Connect
Uses the OpenlD Connect protocol to log users into an

app you've built.

f. Select Create.

2. Fillin the configuration fields.
a. General Settings
App name

Enter any name for your Application

Click Next.
b. Configure SAML.
Single sign on URL

-http://[[SERVER _NAME]/siqapi/login/AssertionConsumerService

Where SERVER_NAME is the VM in which the Website is installed
Audience URI (SP Entity ID)

Enter the name of the application.

This will be used later during the installation of the File Access Manager using the SAML option.
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Configuring to use SAML Authentication

Important: Additional settings can be found under the Show Advanced Settings link
— these settings shouldn’t be changed, but if they were changed they should also
be changed in the File Access Manager installation with the SAML option.

C. Feedback
Are you a customer or partner?

I'm an Okta customer adding an internal app

Select Finish.

3. The application was successfully created.

4. Click on the Identity Provider metadata.
M Active ﬂ View Logs Monitor Imports

!

Dashboard v
Diectory v General Sign On Mobile Import Assignments
Applications e
Applications Setti ngs Edit

Self Service
Sign on methods

Security ~
The sign-on method determines how a user signs into and manages their credentials for an
Worldflow - application. Some sign-on methods require additional configuration in the 3™ party application.
Application username is determined by the user profile mapping. Configure profile mapping
Reports ~
Settings p SAML 2.0
Default Relay State
SAML 2.0 is not configured until you complete the setup instructions.
| View Setup Instructions

Identity Provider me1auaEa i§ available if this application supports dynamic configuration.
Thanks for trying the Okta

free plan. Upgrade to a paid

Credentials Details
plan to create more apps

and get more Month
& ¥ Application username format Okta username

5. Copy the URL of the opened page. This will be used later during the installation of the File Access Manager
using the SAML option.
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* =@ :
ins s . »
e 3 o5/ 200009 xmld>igs">
AL BAGIGAX s/ 2BHADGLSAGS Lb IDYEBC HUANIGLFQSCYYINT EETZEOYTEU MBIGALUECHNLUIKPUH)YdalicZKLx - 1630083
o DD M RHTCLH=RCQYD VOGS = -

Cage<
ULV dxKZE T UL mmlic d5Y 2 3hTURpE. pSUZS:
‘ssuukors Lesvoc 1EdsDbond rhbos 9ul]
8 48T 56785V To09gvE LbVE T2 GEKHFX/ BXFDHIEBSEEE XL OFKyXNRI,

3FUM/ XPHI1NSES

6. Add users who can see the application.

a. Selecton the Assignments tab.

okta Q e

Dashboard ~ « Back to Applications

Directory v FAM-SAML-Login

Applications ~ : Active ‘ ® | Viewlogs Monitor Impe

Applications

General Sign On Mobile Import Assignments

Self Service

Security ~ m l # Convert Assignments Search, People ¥ J
Workflow - Filters Person Type

People
Reports b4

Groups 110111

110111

Settings ~ 1100

No users found

b. Navigate to Assign > Assign to People.
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FAM-SAML-Login
@ Active ‘ [ View Logs Monitor Imports

General Sign On Mobile Import Assignments

EI # Convert Assignments Search Paople *
. Assign to People
i L ; Iy Type

=

py Assign to Groups

Groups

No users found

C. Select Assign next to the displayed user.

d. Select Save to go Back button.

The user is now selected as Assigned.

€. SelectDone.

f. Useris displayed in the Application list.

okta Q Sk
Dashboard v « Back to Applications
Directory b FAM-SAML-Login

©

Applications ~ Active ~

Applications
General Sign On Moabile

Self Service

Workflow v Filters Person
People Vit Sh

Reports ~ 1
Groups

Settings v

I

People *

7. Additional users or groups can be added in

Directory > People > Add Person or Directory > Groups > Add Group.
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Configuring to use SAML Authentication

Important: The user email entered should be an actual email, because it is used as part of
the account activation process.

oo
okta Q searc ® 8 .
Dashboard A
‘- @ Hel
I Directory ~ I People
People 2, Add person l C Reset passwords ‘ T Reset multifactor More actions ¥
Groups
Search...
Profile Editor
Person & username Primary email Status
Directory Integrations Everyone
VitTest1 Okta Panding user action
Self-Service Onboarding
PRETEIion Staged o | Vitsh . Active
Profile Sources Pending user action 1
Applications w Active
Active 1
Security -
Password reset o
Workflow ~ Locked out 0
Reports h N Inactive
Susnandad o]

8. You can now assign the application for recently created users:

a. Navigate to Applications> Applications and select Assign Applications.

okta oy

Dashboard hd
Directory . == Applications
Applications -~ P
You have 4 apps remaining
Applications Upgrade to add more than 5 apps.
Upgrade to a paid plan to create more apps and get more monthly active users.
Self Service
Security ~ B Add Application | 5 Assign Applicatipns More *
Workflow ~
Reports ~
STATUS
Setti @ FAM-SAML-Login
~
ttings ACTIVE 1
INACTIVE [+]

b. Select the applications and the users which you want to assign.
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okta Q Search 83 -

Dashboard ~ « Back to Avglications
Directory v 3 Assign Applications
Applications. -~

@ Assign Apps to Poople Confirm Assignments

Applications

Self Service

Security ~

Workflow ~ 2= Applications 1 J4 People 2

Reports - Search .

Settings ~ Application & Label ~  Sign-on Parson & Username -  Status
© FAM-SAML-Login SAML2.0 VitTest Okta Active

. vitsh Active

C. Click Next.

d. Click Confirm Assignment.

okta Q search.. ® 828

Dashboard Review your assignments before confirming
ashboar hd

’ AesinmentSur

Applications (1)

Applications -~
* FAM-SAML-Login
Applications FAM-SAML-Login needs additional information entered before it can be assigned. Pecple 2)
. Testl
Self Service ¥ifherti Okt
Enter user attributes * VitSh
Security v
Workflow e © FAM-SAML-Login
FAM-SAML-Login - SAML 2.0
Reports ~
Enter user-specific attributes
Settings ~
Search Username defaults to Okta username
Person User specific fields
VitTest] Okta Username
Vit Sh Username

) Showing1-

Thanks for trying the Okta
free plan. Upgrade to a paid
plan to create more apps

and get more Monthly

[ Previous Cancel
Active Users. h

e. Navigate to Applications > Applications.

f. Select the Existing Application.
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Configuring to use SAML Authentication

okta Q search.
Dashboard ~
Directory . 2 Applications
Applications -~ 1.
You have 4 apps remaining
Applications Upgrade to add more than 5 apps.
Upgrade to a paid plan to create more apps and get more monthly active users,
Self Service
Security ~ l 5 Assign Applications More *
Workflow b
Saarch
Reports ~
STATUS @
Settings v ACTIVE 1
INACTIVE o

g. The Assignments tab is selected, verify that all the assigned users are displayed in the grid.

okta Q search..
Dashboard hd + Back to Applications
Dirsctory v FAM-SAML-Login
Applications A Active ¥ l - View Logs Menitor Imports
Applications
General Sign On Mabile Import Assignments
Self Service
Security ~ Assign ¥ { /# Convert Assignments Search.. People *
Workflow b Filters Lipe
Paople
Reports ~ Individual 4 .
Groups
i ~
Settings Individual s *

The Okta application is now set and the following data will be needed during the installation of the File Access Man-
ager with the SAML 2.0 version.

¢ The name of the created Okta application. In this example “FAM_SAML_LogIn® Note that this string is case
sensitive in the installation process in File Access Manager.

e The URL to the Metadata mentioned above.

When installing File Access Manager, make sure to follow the sections pertaining to SAML login installation.
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Configuring to use SAML Authentication

Creating an ADFS Application

In order to connect ADFS as an identity provider for File Access Manager, you must first create a dedicated applic-
ation in ADFS.

1. Loginto ADFS and navigate to Trust Relationships > Relying Party Trusts.
2. Click on Add Relying Party Trust....

In the opened wizard enter the following values in the following steps:
Welcome step

Start
Select Data Source

Enter data about the relying party manually (The last option)
3. Select Next.

4. Specify Display Name: Enter any name, this name will later be used during the installation of File Access Man-

ager with SAML 2.0 option.

Select Next.

5. Choose Profile: Select the first option ADFS profile.

Select Next.

6. Configure Certificate

Select Next.

7. Configure URL

Select Next.

8. Relying party trust identifier.
Enter the name entered in the step Specify Display Name above.
Select Add.

Select Next.

9. Configure multi-factor authentication settings...:

Select | do not want to configure multi-factor authentication... option.
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Configuring to use SAML Authentication

Select Next.

10. Choose Issuance...:
Select the first option Permit all users to access the relying party.

Select Next.

11. Ready to Add Trust

Select Next.

12. Finish.
“Open the Edit Claim Rules dialogue...” is checked.

Select Close.

13. Inthe opened Edit Claim Rules for [app name] window.

Select Add Rule.
14. Inthe opened wizard select and enter the following data:
a. Select Rule Template
Claim Rule Template

Select Send LDAP Attributes as Claims

Select Next.
b. Configure Claim Rule
Claim rule name
Userlnfo
Attribute store

Active Directory

Mapping of LDAP attributes to outgoing claim types

LDAP Attribute (Select or type to add mote) Outgoing Claim Type (Select or type to add more)
User-Principal-Name Username
User-Principal-Name Name

15. Select Finish.
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Configuring to use SAML Authentication

16. Selectthe Add Rule button.

17. Inthe opened wizard select and enter the following data:
a. Choose Rule Type: input the fields as specified below
Claim rule name
Free text
Claim rule template
Transform an Incoming Claim
Incoming claim type
Username
Outgoing claim type
Name ID
Outgoing name ID format
Unspecified
Pass through all claim values
Select this option

b. Select Finish.

18. Select OK.

19. Right click on the recently created Relying Party Trust > Properties.

20. Selectthe EndPoints tab.

SailPoint File Access Manager Installation with SAML and SSO
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Configuring to use SAML Authentication

Organization || Endpoints i | Proxy Endpoints | Notes | Advanced
Specify the endpoints to use for SAML and W5-FederationPassive protocols.

URL Index Bindng  Defsut Re
SAML Assertion Consumer Endpoints
- wy ol e wes POST No

21. Select Add SAML.

22. Fillthe following values in all fields:
Endpoint type
SAML Assertion Consumer
Binding
POST

Index

SailPoint File Access Manager Installation with SAML and SSO
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Trusted URL

Enter the following link. This the ADFS where to redirect the user logging in (A link to the File Access Man-

ager system) https://[[SERVER _NAME]/siqapi/login/AssertionConsumerService

SERVER_NAME is the server in which the website is installed

23. Select OK, and then OK on the next screen.

The ADFS application is now set and the following data will be needed during the installation of the FAM with the

SAML 2.0 version.

e The name of the created Relying Party Trusts, in this example: “ADFS_for_FAM_ vit*

e The URL to the Metadata which is constant per a VM where the ADFS is set

The URL can be found in the ADFS Configuration: Service > Endpoints> Metadata section

g File Action View Window Help
«= z= @)=
Enabled  Proxy Enabled  UFL Path Type -
o o 7 Wl A
T CoTe Ho ho Jafs Anust /2005 . WSt 2005
“] Clairn Deserigtions Yes Mo /adfs/senvces Anust/ 1 Vkerbarsmiied WS- Truet 1.3
4 [ Trust Relationships Ho Mo /adfe/nanvioes Aruat/ 1 Jicedficate WS-Truet 1.3
1 Claims Provides Trusts Tes Yes Jadis/sarvices Aruat/ 1 1 cedficatemied WS-Truet 1.3
] Relying Party Trusts Na No Jacdts sarvices Arust/ 1 VicedFical ranspost W5-Tnst 1.3
] Attribute Stores No No adls sanvicas Arsl /1 usamame WS-Tnst 1.3
I [ Authentication Policies ™ Ne Jadls earvicas hrel /11 Lsamamanascianesot WS-Trust 1.3
Yes Yee Jadis/eanices Aruet /1 1Lssmamenesd WS-Trust 1.3
No ho adfe 1 WS-Truet 1.3
o ho adfs n Z56sh... WS5-Truet 1.3
Tes as ity /1 . WSTnat13
No Ho Jaclfs/services Arust./ 1 Viss ectokenmicedmsymmetricbasic . WS-Trust 1.3
Yes e /ackfs /anvices Arst /1 ¥ WS-Tnst 13
No ho Jadis/eanvices Arst /1 Vis ecdtokenmizsdmymmenichasic? . WSTnst 13
Ho ho Jadfs 1 WS-Tret 1.3
Ho Mo adfe n WS-Truet 1.3
Ho ho ‘adfs ot/ 1 WS-Truet 1.3
Ha ho ndfs at/1 WS- Trust 1.3
™ o /oclls/services Arust/ 1 Viss.ectokenmixedmymmetiictrinledes  WS-Trust 1.3
™ o Jakls sanvices Arusd /1 + ok WSTnst 13
Na Ne Jadis/sanices Arst /1 Vnindows WS Tnet 1.3
No e /adfe/sanices Aruet/ 1 Vinindowsmised WS-Tret 1.3
o No /adfe/services Anuet 1 Jwindonsiranesot WS-Truet 1.3
Yes Mo /ade/services Anusttcp fwindows WS-Truet 2005
Na No Jaclfs/varvices Arust /atfactmsoton SAML-AtifactFess =
Yes Yo Jacks omith2/ Duth
Metadata
Yes Yes /adfs/marvices Arust/max WSMEX
Yes No fadfs Asfederstionserversenvice asmo ADFS1.0
P
Yes Mo adaproocy’ Wab Appacation P
Yes ho /aclfs/proucy Estabisn Trust/ Vieb Appication P
Other
Ho o /adfe/portsl/updatepasaword/’ HTTP
<[ m >

[-]e]=

Actions

| Endpoints =

View L3

Mew Window from Here
/A Refresh
Help
| fFederationMetadala/2007-06/FederationMeta.. &
Disable on Proxy
Disable

Help

When installing File Access Manager, make sure to follow the sections pertaining to SAML login installation.

Creating an Azure Application

In order to connect an Azure as an identity provider for File Access Manager, you must first create a dedicated applic-

ation in Azure.
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Configuring to use SAML Authentication

1. In Microsoft Azure, navigate to the Portal.
2. Go to “Enterprise applications” (You can search for it on the searchbar, and click on it).

3. Select + Create your own application.

Microsoft Azure A Search resources, services, and docs (G+/)

Browse Azure AD Gallery (Preview) -

[2 Fear or Single Sign-on : Al User Account Management : All Categories : All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle
Google Cloud 0

On-premises applications

Add an on-premises application Learn about Application Proxy Manage Application Proxy

4. Fill the following fields:
What's the name of your app?
Free text
What are you looking to do with your application?
Integrate any other application you don't find in the gallery
5. Select Create.

6. Selectthe Single sign-on option in the navigation menu located on the left side of the screen.

7. Select SAML.

SailPoint File Access Manager Installation with SAML and SSO
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P—— 5 Soarchresowces,semice, an o (641 | o

3 Azure-SAML-Vit | Single sign-on

Select a single sign-on method

® Disabled
Single sign-an is not enabled. The user

be able to launch the app from
ps.

@ Linked

n or mabile app Active O

8. Inthe Basic SAML Configuration panel, click Edit.

9. Fill the following fields with the following data:
Identifier (Entity ID)

This should be entered with https:// and can be the address of the VM - this data will be used in the Server
Installer during installation of the SAML option.

Delete the default value identifier.

Select the created identifier as default by checking the checkbox.
Reply URL (Assertion Consumer Service URL)

https://[SERVER_NAME]/siqapi/login/AssertionConsumerService

Where SERVER_NAME is the VM where the File Access Manager website is installed

Select Save.
10. Inthe User Attributes & Claims, select Edit.

a. Within Required Claim, click on the Claim name on the top.
b. Click on the Choose name identifier format dropdown list, and select Unspecified.

C. Look at the selected value within the Source Attribute dropdown.

Verify that the selected value is “user.userprincipalname”.
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Ho Azure-SAML-Vit » SAML-based Sign-o User Attributes 8 Claims

Manage claim

E Save X Discard :l'aI'E:Q;
Name

Mamespace

» Choose name identifier format

Unspecified
Source ® ®) Attribute C' Transformation
——————————————————————————————————————————
Source attribute * user.userprincipalname

v Claim conditions

d. Select Save.
11. Close the currently displayed window (click on the X).

12. Select Properties.
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Microsoft Azure X Search resources, services, and docs (G+/)

1! SAML-Vi

t-New | Properties

Celete 7 Got feedback?

B overview

Enabled for users to sign-in? m Mo
@ oeployment Plan

Mame * SAML-VIt-Mew
hManage
Bl Progertios l_]‘k.] Homepage URL (O [k
b UWners Logo
&b Roles and administrators (Praview]

& Users and groups

D single sign-or alect a file

P Provisioning User acoess URL (D hitps/fmyapps.microsoft.com/signin/SAML-Vit- New/00 19f8ab-401c-4.. [y
B application prosy . . — . I - -
Application 1D 0915f8ab-401¢c-43e7-932b-4cfBbif433e3 i
T self-zervice
Object 1D @ GeT23773-decc-4c71-5175-0cd 3 3eBedets s
Security
Terms of Service Ur Pubdisher did not provide this information Il
% Conditional Access
Privacy Statement Url (D Publisher did not provide this information [y
Permissions B
@ Token encryption Reply URL (3 it/ 6-uig.office.whitebox forest/sigapiogin/assertionConsum... [
Activity User assignment reguired ¥es
D sign-ins Vizible to users? (0 Yes Mo
dl Usage & insights (Preview) .
oles
B Audit logs
ﬁ Provisioning logs (Preview)
Access
&) Comment

13. Verify that “User assignment required?“ is set to No.
14. Select Single sign-on > Test this application.

The Azure application is now set and the following data will be needed during the installation of the FAM with the
SAML 2.0 version.

¢ Entered Identifier, from the Basic SAML Configuration panel

¢ The link to the Federation metadata document — copy the value within “App Federation Metadata Url“ in the
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third frame

Microsoft Azure L Search resources, services, and docs (G+))

SAML-Vit

re-SA

se Application

u

Enterp

B Overview

0 pep oyment Plan

Manage

'll E"_L;E".ié:

ab Owners

&k Roles and administrators (Preview]

&b Users and gl’.’llrﬁ

Y

o) Single sign-on
Provisioning

B Application proxy

C  self-service

Security

% Conditional Access

Permissions

@ Token encryption

Activity

3‘ Sign-ins

s Usage & insights (Preview)
E Audit logs

. S

M Provisioning logs (Preview)

ACCess reviews

ML-Vit | SAML-based Sign-on

T u pload metadata file

Set up Single Sign-On with SAML

7 Change single sign-on m

ode #= Tect this application 7 Got feedback?

Read the configuration guide o for help integrating Azure-SAML

o Basic SAML Configuration

5
dit
| dentifier (Entity ID)
Reply URL [Assertion Consumer Senice URL)
Sign on URL
el te
Logout Url
9 User Attributes & Claims 9 .
£ Edit
givennarme User.givenname
SUMmame USar.sUMmanme
emailaddress usar.mail
name usar.userprincipalname
Unigue User [dentifier usar.userprincipalname
o SAML Signing Certificate "
& ta

status
Thumbprint
Expiration
. P

I App Federation Metadata Ur

} I

Cernncae [naseoa|
Certificate (Raw)

Federation Metadata XML

Switching from SAML to Windows Authentication Mode

You can switch the File Access Manager authentication mode from SAML, using a local identity provider, to Windows

username and password method, by changing the setup in the File Access Manager installer.

1. Set the authentication mode on the File Access Manager installer.

a. Open the File Access Manager installer on the sever the Web Client and the IIS are installed.

b. Navigate to the Select web authentication mode step and switch the option from SAML to Windows.

C. Click Next to the end of the installation wizard and click Finish.

2. Change the IIS authentication method.
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Configuring to use SAML Authentication

a. Open the IIS Manager

b. Inthe tree on the left-hand side navigate to Current Server > Sites > Default Web Site.
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Cc. Click on cdn, then in the IIS section click Authentication.
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d. Disable the Anonymous Authentication (right-click and select Anonymous Authentication > Disable).
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€. Enable the Windows Authentication (right-click and select Windows Authentication > Enable).
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f. Repeat the steps above also for the following folders \ locations:

e |dentityigfam > v1
e |dentityigfam >v2
e SecuritylQBiz
e SigApi

g. RestartllS

3. Create an Active Directory identity collector, and make it the authentication store.

a. Inthe Admin Client create an AD identity collector under Application > Configuration > Permission
Collection > Identity Collectors. Set a schedule for this identity collector.

b. Navigate to Applications > Configuration > General Configuration > Authentication Store, and
select the identity collector you created above from the drop down list. You now have an Active Directory
authentication store.
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@ SailPoint
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C. Runthe scheduled task of the authentication store created above.

Important: Clear the cache of the previous sessions of your browser.

4. Open the Website and sign in with any user from the authentication store. The SAML Login option and the

Logout button will no longer appear in this system.
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System Settings Required to Support SSO

After completing the File Access Manager admin client and website, you have to configure the application to accept
SSO login.

1. Connect to the server where the IS (Website) is installed

a. Open the lIS Manager.

b. Navigate to one of the following server sites:

e The server > Sites > Default Web Sites > identityigfam > v1\v2 > Authentication
e Server > Sites > Default Web Sites > identityigfam > cdn > Authentication

e Server > Sites > Default Web Sites > identityigfam > SecuritylQBiz > Authentication

¢ Server > Sites > Default Web Sites > identityigfam > SigApi > Authentication
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c. Verify that Windows Authentication is disabled and the only enabled option is “Anonymous Authentic-
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ation.”
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2. Continue the configuration setting according to the SSO provider

e System Settings to Support SSO - Okta
e System Settings to Support SSO - ADFS

e System Settings to Support SSO - Azure

System Settings to Support SSO - Okta

The task checklist below is followed by a detailed description of each step:

1. Website: Log in using the wbxadmin credentials, and create a data source for SSO users.
2. Admin client: Create an identity collector based on this data source.
3. Admin client: Select this identity store as the authentication store.

4. Website: Run the Identity collector task which was recently selected as authentication store.

This step will load the Okta users into the database.

5. Website: Click on the SAML login button and sign in to the relevant SSO Provider.

6. You should now be logged into File Access Manager the SSO provider user.
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Detailed Settings

1. Website: Create a data source for SSO users.

(First time login to File Access Manager using wbxadmin credentials)

a. Open the website and click on Continue with username and password

Warning: Make sure to use the correct URL. The URL used to log in should match
the Redirect URL entered in the OKTA application when creating the application.
E.g., If you use HTTPS connection, the Login link and redirect URL in Okta should
both be HTTPS.

Warning: If you use an IP address instead of server name, the login link and Redir-
ect URL in Okta should be written with an IP address as well.

@SailPoint

Login

SAML Login

Continue with Username and Password

* Privileged Access Only

b. Login to the system with the wbxadmin user and use the password entered during the installation of the
system.

Select Login.
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@ SailPoint

Login

Username

Password

Password @

Switch to SAML Login

C. Within the website navigate to Admin > Data Sources > Add New Data Source.

d. Create a new data source that contains a list of Okta Users you want to access File Access Manager.

¢ This could be any type of data source on your system such as a query on a table in your data-
base, a local Excel file, or a static table stored in the File Access Manager system.

See the chapter on data sources in the File Access Manager Admin Guide for further details.

¢ The data source should contain a single column of the user login.

e This data source will be read by the File Access Manager identity collector process when it is

scheduled to run, or it could be triggered manually.

e These users also have to be assigned to the File Access Manager application in Okta.

For this example, we'll call the data source "OktaUsers" and the column of users "User Principal Name."
2. Admin client: Create an identity collector based on this data source.

a. Navigate to Configuration > Permissions Management > Identity Collectors.

b. Click new and select the Data Source based Identity Collector.
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Identity Collector Configuration Wizard

Welcome Identity Collector Scheduling Summary

Identities Collection Configuration

General
This wizard configures the identity collection process for Active Directory or Data Source based identities environment
The wizard will guide you through several steps in which you will be requested to supply information about the collection of users and groups.

First you must choose the Authentication type: Active Directory or Data Source based type

To begin, please choose Identity Collector type:

Active Directory Identity Collector
= :

s Data Source based Identity Collector

NIS based Identity Collector

C. Enterany name and uncheck This application uses Groups.

Select Next.
d. Make the following selections:

e Select the Data Source created in the website
e Map the only existing field (User Principal Name) to the following fields:

User Principal Name

Username
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e.

Identity Collector Configuration Wizard

Identity Collector: Users Collection (1 of 3)

Fixed Fields Mapping
Main Data Source
Data Source:

Mandatory Fields

Identity Collector
~

OktaUsers

Username I

User Principal Name

Optional Fixed Fields

Distinguished Name

Is User Disabled?

Last Login Date
Password Not Required?

User Domain Name

Entity Type Name

Is User Locked?

Password Never Expires?
User Alternate Unique Identif

User Email

/| User Principal Name

User Principal Name

v I User Unique Identifier

Cancel

Select Next.

Accounts Mapping).

Click Next.

data source will be read.

Click Finish.

Back Finish Next

Create a scheduler. This will determine the update frequency in which new users read from the Okta

g. Wait until the task is finished, and close the Identity Collector Configuration window.

3. Admin client: Select this identity store as the authentication store.

a. Navigate to Configuration > General Configuration > Authentication Store.

b. Select the identity collector created above as the current authentication store.

In the Identity Collector Users Collections (3 of 3) uncheck all the checkboxes (Users Tree, Unique User
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Authentication Store Wizard

Authentication Store Change Wizard
This wizard enables you to choose an Identity Collector as the new Authentication Store

Please notice that proceeding with this wizard, will STOP the review processes of running Access Certification Campaign:
and Access Requests

Changing the Authentication Store, will have no effect on completed Access Certification Campaigns and Access
Requests.

After having completed the change process, please make sure of the following:
- The defined review processes are still relevant
- The local File Access Manager users are associated with the right Authentication Store users.

Authentication Store OktaUsers v

C. Click Finish.

Website: Run the Identity collector task which was recently selected as authentication store.

a. Navigate to Settings > Tasks Management > Scheduled Tasks.
b. Run the Identies Synchronization task which was recently selected as authentication store.

Website: Click on the SAML login button and sign in to the relevant SSO Provider.

Click on Send anyway if needed, sign in for the first time if needed.

You should now be logged into File Access Manager the SSO provider user.

System Settings to Support SSO - ADFS

The task checklist below is followed by a detailed description of each step:

1.

2.

Admin client: Create an Active Directory identity collector.
Admin client: Select this identity store as the authentication store.

Website: Log in using the wbxadmin credentials, and run the Identity collector task which was recently selected
as authentication store.

This step will load the ADFS users into the database.

Website: Click on the SAML login button and sign in to the relevant SSO Provider.

You should now be logged into File Access Manager as the SSO provider user.

SailPoint File Access Manager Installation with SAML and SSO 34



System Settings Required to Support SSO

Detailed Settings
1. Admin client: Create an Azure AD identity collector.

Note: Instead of creating a new store, you can use the authentication store created during
the initial launch of the admin client, and skip the next step.

See Creating or Editing an Active Directory Identity Collector.
2. Admin client: Select this identity store as the authentication store.

a. Navigate to Configuration > General Configuration > Authentication Store.
b. Select the identity collector created above as the current authentication store.
C. Click Finish.

3. Website: Log in using the wbxadmin credentials, and run the Identity collector task which was recently selected
as authentication store.

a. Open the website and click on Continue with username and password.

b. Log in to the system with the wbxadmin user and use the password entered during the installation of the
system.

Click Login.

C. Navigate to Settings > Tasks Management > Scheduled Tasks.
d. Run the identity collector task created above as authentication store.

This step will load the ADFS users into the database.

4. Website: Click on the SAML login button to sign in using your credentials.

5. You should now be logged into File Access Manager as the SSO provider user.

System Settings to Support SSO - Azure

The task checklist below is followed by a detailed description of each step:

1. Admin client: Create an Azure identity collector.

2. Admin client: Select this identity store as the authentication store.
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System Settings Required to Support SSO

3. Website: Log in using the wbxadmin credentials, and run the Identity collector task which was recently selected

as authentication store.

This step will load the Azure users into the database.

4. Website: Click on the SAML login button and sign in to the relevant SSO Provider.

5. You should now be logged into File Access Manager as the SSO provider user.

Detailed Settings

1. Admin client: Create an Azure identity collector.

See Creating or Editing an Azure Identity Collector
2. Admin client: Select this identity store as the authentication store.
a. Navigate to Configuration > General Configuration > Authentication Store.
b. Select the identity collector created above as the current authentication store.

Cc. Click Finish.

3. Website: Log in using the wbxadmin credentials, and run the Identity collector task which was recently selected
as authentication store.

a. Open the website and click on Continue with username and password.

b. Login to the system with the wbxadmin user and use the password entered during the installation of the
system

Click Login.

C. Navigate to Settings > Tasks Management > Scheduled Tasks.
d. Run the identity collector task created above as authentication store.

This step will load the Azure users into the database.

4. Website: Click on the SAML login button to sign in using your credentials.

5. You should now be logged into File Access Manager as the SSO provider user.
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Creating or Editing an Azure Identity Collector

Azure AD Connector Full OAuth 2.0 Support

File Access Manager now offers full support of standard OAuth 2.0 Authentication for the Azure AD connector.

The new authorization sequence will direct the user through a standard Microsoft 0365 consent flow, to grant the File

Access Manager Azure AD Connector app the privilege to acquire and refresh access tokens.

The new authentication method replaces the previous Basic Authentication flow, that required admins to provide user

and password credentials.

This enhancement brings full OAuth support to the Azure AD Identity Collector, instead of the legacy user and pass-

word approach.

This means the configuration will resemble other connectors for cloud applications such as OneDrive.

¢ Configuring the Identity Collector, instead of providing a username and a password, you will click on a link that

sends you to a Microsoft login page.

¢ Enter the relevant user credentials and give your consent for the File Access Manager Azure AD 0365 Applic-

ation to access your directory data.

¢ You will then copy the resulting Authorization Code to the appropriate field, which will then be used to generate

the first access token.

e The access token will be used in all requests to the tenant's Azure AD and will be automatically refreshed when

needed.

Configuration
Complete the following steps:

1. Inthe Identity Collector Configuration Wizard enter your 0365 Domain name, then click on the OAuth User

URL link to generate an Authorization Code.
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Identity Colector Corfiguration Wizad x

.

Identity Collector: Users Collection (1 of 5)

SEE LT n the needed parameters in order 1o continue

2. You will then be redirected to the Microsoft 0365 Login Screen Login with the user that should be used by the
Identity Collector.

" Microsoft

Sign in

3. You will then be prompted to consent to granting access to the File Access Manager Azure Connector Accept
to receive an Authorization Code and continue with generating the Access Token.
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BT Microsoft

admin@3501.sailpointtechnologies.com

Permissions requested

SailPoint IdentitylQ File Access Manager
Azure Connector
unverified

This application is not published by Microsoft or
your organization.

This app would like 1o

w Read drectory data

v+ Read all groups
v Read all users’ full profiles
" gn in and read uter profile
rgent on behalf of 13 ol

PET BCEiE 10 the ipedived fésounied T
our g m Mo ore elie woll e prompied o
e perm

Accepisng these pern ong means. that you aliow tha app to wie
your datd i specfied in thesr teems of service and privec
staterment The publisher has not provided links to thelr terms
for you to review. Yoo can change thete permettadng a2
hitps//mysppemredaftoom. S

e

4. Afinal redirect will lead you to the File Access Manager Cloud Application Authorization Service, and will
present the received Authorization Code.

@SaiIPoini File Access Manager Cloud Application Authorization Service

Just one more step and you're all set

Please copy the lollowing Authorzation Code
than paste 1 into the corresponding Reld in the Application Monitor Wizard within File Access Manager

5. Copy that code and past it in the Auth Code field in the Identity Collector Configuration Wizard screen.

6. Click Next and complete the Identity Collector configuration flow.

Permissions
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The File Access Manager Azure AD Connector requires the following permissions:

¢ Directory.Read.All — this Permission grants read only access to AAD contents (by default, all domain users can
read all AAD data).

Azure Active Directory Connectivity Requirements

File Access Manager uses the AzureAD graph APl — which works exclusively in HTTPS.

The APl base pathis : https://graph.windows.net/{tenant domain name} where the tenant domain name
is the customer assigned domain name on Microsoft cloud. It is usually in the format of domain_name.on-

microsoft.com, but might be changed in your configuration.
A list of resources that are accessed by File Access Manager using the REST graph API include:

https://graph.windows.net/{tenant_domain_name}/tenantDetails
https://graph.windows.net/{tenant_domain_name}/users
https://graph.windows.net/{tenant_domain_name}/users/{user_id}
https://graph.windows.net/{tenant_domain_name}/groups/{group_id}
https://graph.windows.net/{tenant_domain_name}/directoryRoles

https://graph.windows.net/{tenant_domain_name}/directoryRoles/{role_id}

Administrator's Consent Requirements

To grant a third-party application (ISV) with the Directory.Read.All permission requires an administrator consent,

which can be given by users with one of the following roles:

e Global Administrator (Company Administrator)
¢ Cloud Application Administrator
e Application Administrator

Hence, during the initial configuration phase (while generating the token for the first time), the service account ded-
icated to the File Access Manager Azure AD Connector must have one of the above-mentioned roles. Once consent is

given, the role can be removed from the user.
The Consent flow will appear different for users with different roles.

Non-admin user trying to access the consent screen will be presented with the following screen:
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=- Microsoft

consent@ S0 sailpointtechnologies com

Need admin approval

SailPaint Identityd File Access Manages
Azure Connector

Application Administrators trying to access the consent screen, will be presented with a request to consent and grant

the File Access Manager Application the Read Directory Data permissions:

BT Microsoft
consent @50 sailpointtechnodogies.com

Permissions requested

SailPaint identitylQ File Acoess Managet
Azure Connector
umverified

This application is not published by Microseft or
your organization.

1 i Wlow B 40p 15 UM

n vy

ket to their berma
ons

atatzre
for you to review, Yo
thos / mymanismicreso.com

Users with the Global Administrator role trying to give consent to an application will be presented with a screen con-

taining an additional checkbox (consent on behalf of your organization):
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BY Microsoft

Comse

& 201 sailpointtechncloges.com

Permissions requested

SallPoint |dentitylQ File Access Managﬂ
Azure Connector
unverified

This application is not published by Microsoft or
your organization.

This app would like to

v Read directory data

e bee
statemieet, The publisher his not pro
for you o review. Yo can changs =

2 aed prvac
d liwikes oy thesn Vevmes
£SO AT

This extra checkbox consents to give permissions to the applicationon behalf of all other users in the organization,
thereby ensuring no other user would have to explicitly give consent to the app to run on its behalf. File Access Man-
ager does not require this checkbox to be checked, as our application only needs to run on behalf of the consenting
user.

Checking this option is optional, and not mandatory.

Avoiding the Administrative Roles Grant

To avoid granting an administrative role the service account, even if only for the duration of the consent sequence, you
may use Azure’s AdminConsentRequests.

This relatively new feature lets non-admin users indirectly give consent to applications that require admin consent by
requesting an admin’s authorization.

This feature can be enabled on the tenant’s level, and allows setting one of the three above-mentioned administrator
roles as are viewer:
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& Enterprise applications | User settings
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When users without one of these administrative roles go through the normal consent flow, they will be presented with

the screen:

B¥ Microsoft
consent@ 501 sailpointtechnologies.com

Approval required

SailPoint IdentitylQ File Access Manager -
Azure Connector

This app requires your admin's approval to:

W Read directory data

::|'-l_.'|5 in with another account

Cancel

The requested is required to provide a justification for granting consent to the application and a request is sent to the

administrator listed in the configuration as reviewers.

When clicking on Request approval to continue, the following screen appears:
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B® Microsoft
consent@®501 sailpointtechnologies.com

Request sent

SailPoint IdentitylQ File Access Manager
Azure Connector

Your admin has been notified of your request to

access this app. Once your admin reviews the
request you will be notified via email.

Back to app

Clicking on Back to app would just return an access denied error as access was not yet granted. This screen can be
safely closed while waiting for admin consent.

The reviewing administrator will either receive an email notifying them of the request, or have to go to the Admin Con-
sent Requests screen and check for new requests:

@ Enterprise applications | Admin consent requests (Preview)

Cvaryes -
Apphication

Dt

© wser semng Request detads  Reguested b
& Application name Reply URL How to enable access
®
Homepage URL
Actvity
2
&
g a
&
@ ent reguests (e
1t
¥

To approve a request, the administrator will go through the Review permissions and consent flow, where they will be
presented with the familiar consent screen:

SailPoint File Access Manager Installation with SAML and SSO 44



System Settings Required to Support SSO

B Microsoft

admin@501.5zilpomnttechnologies.cam

Permissions requested

Accept for your organization
SailPaint IdentitylQ File Access Manager -
Azure Cannector

unverified

This application is not published by Microsoft or
your organization.

This app would like to;

~ Fead directory data

o the specified resources for
will be prompted to

risiond maant that you allow th app to ule
P thieir terms of senvice and priv vacy
'I'he puhll:lwr has not provided links to Ihelrtermi
Iuryuu to review. You can change these permissions at

hitpe://mysppamicrosofteam, Show details

After an administrator Accepts, non-administrator users will have to go the through token generation sequence again.
However, this time the consent screen will be skipped entirely, and the flow will lead directly to the Authorization code.
Note: This method gives consent to the app on behalf of the entire organization, similar to when a

Global Administrator ticks the checkbox to enables the Consent on behalf of your organization,
as described above.
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