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Architecture for IdentityNow based AI Services

The Collector microservice sends changes 

to the data every 15 minutes to AI Services.

AI Services

IdentityNow makes REST API 

calls to AI Services for 

Recommendations.

Virtual Appliance

The Virtual Appliance calls home to the IdentityNow tenant in order to 

update software.  This call only uses Port 443.

*Everything in the light blue 

background represents your existing 

IdentityNow infrastructure, which will 

not be changed or added to as part 

of the AI installation
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Architecture for IdentityIQ based AI Services

The Collector 

reaches out to 

the IdentityIQ 

DB every 15 

minutes to pull 

data.

The Collector sends data to AI Services via 

Secure Streaming APIs.  These calls only 

uses Port 443.

AI Services

IdentityIQ DB

IdentityIQ makes REST API calls to AI 

Services for Recommendations and 

Access Modeling.  

These calls only uses Port 443.

Collector

Virtual Appliance

The Virtual Appliance calls home to the IdentityNow tenant in order to 

update software.  This call only uses Port 443.

*light blue 

background 

represents your 

existing IdentityIQ 

infrastructure
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Architecture for Hybridized IdentityIQ/IdentityNow  
AI Services Implementation

IdentityIQ DB

IdentityIQ makes REST API calls to AI 

Services for Recommendations and 

Access Modeling.  

These calls only uses Port 443.

The Collector 

reaches out to 

the IdentityIQ 

DB every 15 

minutes to pull 

data.

The Collector sends data to AI Services via 

Secure Streaming APIs.  These calls only 

uses Port 443.

AI Services
The Virtual Appliance calls home to the IdentityNow tenant in order to 

update software.  This call only uses Port 443.

Virtual Appliance

Collector

Virtual Appliance

*light blue shading 

represents your 

existing hybrid IAM 

infrastructure


